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2. Legal Notice

Information contained herein is for Internal Use and may be used only for
business purposes authorized by Citigroup.

CITI, CITIBANK, CITICORP, CITIGROUP and the Umbrella Device are
trademarks and service marks of Citicorp and are used and registered
throughout the world. Citibank, Citicorp, Citigroup and their subsidiaries also
claim rights in certain other trademarks and service marks contained in these
pages.

3. Contact
Please address any comments or questions regarding the information contained

in this document via email to the “*GT Global Distributed Storage Engineering”
distribution list or alternatively to gdse@citigroup.com.

4. Latest Versions

It is recommended that the latest version of the document be used from the
GDSE website http://gdse.ny.ssmb.com. Newer versions may include
certification on additional platforms, or comments on issues discovered after
deployment.
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6. Prerequisites

This document was written with the understanding that the eTrust storage
infrastructure would connect to an eTrust infrastructure server running the eTrust
Collector, Policy Manager and database. This eTrust server could be a newly
configured eTrust server managed by Global Storage Management or another
existing eTrust infrastructure environment. The regional storage team should
coordinate with regional ISA team to determine the direction.

To connect to the eTrust infrastructure, you will need the following information
from the Global Storage Management Group.

e eTrust Audit Policy Manager Server (hostname and IP)
e eTrust Audit Collector Server (hostname and IP)
e eTrust Audit Security Monitor Server (hostname and IP)

The following information will be required for the eTrust Audit Client installation.

e eTrust Audit Recorder Name (ie: EMCRemote / SymmWin_DMX /
SymmWin_Symmb5 / Navisphere)

e eTrust Audit Log Name (name of the eTrust log where events will be
monitored ie: EMCRemote / SymmWin_DMX / SymmWin_Symm5 /
Navisphere)

e Location of log being monitored

e eTrust Audit Message Parsing file location (C:\location_path)

e Hostname and IP address of the Service Processor or Navisphere Mgmt
Server

e SMTP Mail Server (if required)

If you're required to build your own eTrust Audit Monitoring infrastructure, then
you'll need to reference documents provided by UNIX Engineering
(http://unixeng.corp.smb.com/).

The eTrust Audit Client server (Storage SP, Connectrix SP or Navisphere Mgr)
will need to have network connectivity and the ability to ping the eTrust Audit
Collector Server. If a firewall exists between the eTrust Collector Server and the
eTrust Audit Client, see Appendix A for firewall ports needed for this product.
Only EMC can make modifications to a Storage Array or Connectrix Service
Processor.

7. Executive Summary
eTrust Audit has been a Citigroup standard for monitoring UNIX server access.

GDSE has determined that it is technically feasible to use eTrust Audit to capture
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and analyze logs generated by EMC SymmRemote, SymmWin and Navisphere
Manager. EMC personnel use the SymmRemote application to remotely connect
to the Symmetrix and Connectrix service processors. EMC uses the SymmWin
application from the Symmetrix Service Processor to manage the Symmetrix
storage array. Navisphere Manager is used to manage the CLARIiON storage
array. Storage Navigator is used to manage the HDS USP storage array.

7.1.SymmRemote/EMCRemote

The SymmRemote application creates a log where it records date and time of
when someone connected, and date and time of when they disconnected.
Unauthorized remote access to the Symmetrix and Connectrix service
processors can be tracked via this log. The SymmRemote application log is
stored on the service processor. In order to access the log, GSMG (Global
Storage Management Group) personnel need to physically visit each service
processor. The eTrust Audit application will run on the service processor and will
periodically send the log file to a designated log server.

7.2.SymmWin

The SymmWin application maintains a log of user activities on the service
processor. Changes to the Symmetrix array by the vendor through the SymmWin
application can be tracked via this log. In order to access the log, GSMG
personnel need to physically visit each service processor. The eTrust Audit
application will run on the service processor and will periodically send events to a
designated log server.

7.3.Navisphere

The CLARIION Navisphere Manager application maintains a log of user activities
on the each of the CLARIION SPs and within the Windows Application Log on the
off-array manager server. Changes to the CLARIION arrays by the system
administrator or vendor through the Navisphere application can be tracked via
these logs. GSMG scripts will be used to automatically pull (via IP) logs from
each CLARIION SP (via Navicli), creating a copy of the individual log files on the
off-array manager. The eTrust Audit client application will run on the off-array
manager server and will periodically send events (from the copied log files and
windows event log) to a designated log server.

7.4.HDS Storage Navigator
The HDS Storage Navigator server maintains fixed logs of user activities and

system events on the USP storage array. Changes made to security or to the
configuration of the array can be tracked via these logs. Once configured, audit
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logs from the array and DeviceManager management systems will be sent to
eTrust Audit (via agents running on the management servers) for log reporting
and safekeeping. There is a windows-based server that is used as the
DeviceManager server and a Solaris-based server that is used as a syslog
repository. ETrust Audit agents on these servers will handle the translation and
delivery to the eTrust Audit repository.
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eTrust Audit
The eTrust Audit application consists of the following three components:

e Client
e Policy Manager
e Data Tools

7.4.1. Client

The Client component is comprised of several subcomponents that provide
services that collect and forward audit event data, which can in turn result in the
generation of actions and alerts.

The following list describes the subcomponents:

Standard System Recorder

This recorder taps into the event data sent to the Windows Event Log (on
Windows platforms) and into event data sent into the syslog daemon on UNIX
and on Linux platforms. This recorder enables any events sent to these standard
system logging facilities to be harvested by eTrust Audit for processing.

Generic Log Scraper

The Generic Log Scraper is another recorder that can be configured to harvest
(clear text) events from third party products that maintain their own logs as
external “flat files.”

Portmapper

The portmapper (Windows platforms only) manages the logical communications
channels required to provide a standard way for a Client to access RPC services
that it might require.

Redirector

The Redirector (Windows platforms only) taps into local eTrust Audit logs
(created by the eTrust Audit Standard System Recorder service) or logs created
by eTrust Audit Access Control running on Windows systems, and automatically
redirects that audit data to a Router component on the same or on another
machine.

Router

The Router acts primarily as a filtered message forwarder. It analyzes the
policies you create using the Policy Manager (which will eventually be deployed
as .cfg files found in the installation_path\eTrust Audit\cfg directory), and then
follows those policy imperatives to examine audit events that are sent to its
attention. Based on the configuration instructions you provide, the router
identifies those records that should be as follows:
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e Filtered out

e Forwarded to the Action Manager

e Forwarded to other eTrust Audit components for additional processing or
storage

Action Manager

The Action Manager processes events sent to it by the router. You can instruct
the Action Manager to automatically perform a wide range of actions in response
to receiving specific audit events. The Action Manager gets its instructions from
the policies you create using the Policy Manager and executes those actions as
necessary and appropriate to a specific audit event.

Distribution Agent

The Distribution Agent receives policy imperatives from the Policy Manager, and
places these policies into effect. These policy imperatives are sent to the
Distribution Agent by the Distribution Server.

7.4.2. Policy Manager

The Policy Manager component (available on Windows platforms only) includes
the following subcomponents:

Policy Manager

The Policy Manager interface is a Windows GUI that you use to centrally manage
eTrust Audit policies. Using the Policy Manager, you can create, implement, and
distribute your organization’s eTrust Audit policies.

Distribution Server
The Distribution Server communicates with the Distribution Agent and
coordinates the delivery of eTrust Audit policies.

7.4.3. Data Tools

The Data Tools component is comprised of two major components:

e The Data Tools interface
e The Collector database

The Data Tools GUI

The Data Tools interface is available only on Windows platforms and is
comprised of the following:

eTrust Audit - Storage Monitor 10



Viewer

The Viewer displays, sorts, and filters audit events retrieved from a Collector
database. The viewer also lets you save your own customized filters for future
use.

Reporter
The Reporter lets you view, create, and schedule detailed, graphic reports from
information extracted from the Collector databases.

Security Monitor
The Security Monitor lets you do the following:
e Monitor specific events in near real time (designated important enough to
monitor). The events can be sent from a variety of different recorders.
e Monitor eTrust Audit status and “self help” events. These are events
related to the status of eTrust Audit components (for example, whether the
Action Manager is started).

The Collector Database

The Collector database is where eTrust Audit stores all of the audit event data
directed to it. eTrust Audit supports the following underlying databases:

Microsoft SQL Server 7

Microsoft SQL Server 2000

Microsoft Access Database

Oracle (on NT, Windows 2000, and UNIX)
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7.5.How eTrust Audit Works
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An administrator uses the Policy Manager to create, activate, and distribute
policies that are stored in the policy distribution queue and routed to Distribution
Agents on clients.

As events occur on clients, the Recorder harvests them and sends them to the
Router for processing. Using the policies and filters created by the administrator,
the Router stores events in the action queue for processing by the Action
Manager.
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The Action Manager, based on the policies you specify, can do the following:

e Take a direct action, such as executing a program, sending an email, or
routing the message to Unicenter.

e Send the event to the Security Monitor so that an administrator can
determine what action to take.

e Send the event to the Collector database where an administrator can use
the Viewer to display events or use the Reporter to generate reports for
later analysis.

7.6.Windows Generic Recorder Maintenance

The Generic recorder works as standard windows service named as “eTrust
Audit Generic Recorder.”

To Stop/Start this service from Windows Service Control Manager:
1. Open Service control manager
2. Click on “eTrust Generic Recorder Service” use Start/ Stop service
button from GUI to take corrective action depending on the
requirement.
To Stop/Start from the command line interface:
1. Open command prompt
2. Go to eTrust Audit installed directory
\Program Files\CA\eTrust Audit\bin

3. Issue command
acrecorderd - start ------ to start Generic recorder service
acrecorderd - stop = ------ to stop Generic recorder service
acrecorderd — help ~ ------ for more options

7.7.Solaris Generic Recorder Maintenance
The Generic Recorder works as standard process named “acrecorderd”.

To Start/Stop this process
1. Switch to directory path “/export/opt/CAaudcint/bin”

2. Issue command
Jacrecorderd - start ------ to start Generic recorder service
Jacrecorderd - stop = ------ to stop Generic recorder service
Jacrecorderd — help  ------ for more options
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8. Integration of eTrust Audit

In the Citigroup storage infrastructure, the eTrust client will be installed on every
Symmetrix, DMX and Connectrix service processor. In addition, it will also be
installed on all Navisphere Management stations. These clients will be configured
to pass events back to the eTrust Collector database, for viewing by the Global
Storage Management Group (GSMG).

8.1.eTrust Audit Client Software Installation

Only EMC authorized personnel are allowed to install and configure the client
software on a DMX, Symm or Connectrix SP. Unapproved modifications to EMC
code can invalidate the maintenance agreement. Storage Integration will install
and configure the client software on the Navisphere management stations via
package eacl1510.

The client consists of the following subcomponents/services (described above).

Standard System Recorder
Generic Log Scraper
Portmapper

Redirector

Router

Action Manager
Distribution Agent
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8.1.1. eTrust Audit Client Installation Steps

A copy of the message-parsing file is included in the appendix specific to the
client platform and a zip file containing configuration files will be provided to
EMC.

1. Manually create the directory where the MP file will reside. This will make
sense later in the install when you select the MP file directory in step 9.

Click Start, Command Prompt

Enter “c:” to get to drive c.

Enter the following command to create the directory.
mkdir "Program Files\CA\eTrust Audit\cfg"

Exit Command Prompt

Use Explorer to copy the MP file into the newly created directory.
PWHOST.mp for EMCRemote logs (create on DMX & Symmb5)
Symmb5_logall.mp for Symm5 SymmWin logs

DMX_logall.mp for DMX SymmWin logs

Navisphere.mp for Navisphere logs (create on Navisphere Mgmt Server)
HDSDevManager.mp for HDS Device Manager logs
HDSStprageNav.mp for HDS Array Logs (Syslog)

2. EMC: Start installation via preferred startup method.
Integration: Start the installation via package eacl1510 (current to date).

Click “Yes” to the EULA.

Pleasze read the following license agreement. Usze the scroll bar to wiew the rest of
thiz agreement.

COMPUTER ASSOCIATES INTERMATIONAL, IMC. [MCA™ -
ETRUST AUDIT
EMD USER LIMITED LICENSE AGREEMEMNT [the “Sagreement™) —

CAREFULLY READ THE FOLLOWIMG TERMS ANMD CONDITIONS REGARDIMNG

YOUR USE OF ETRUST AUDIT, INCLUDING ITS CODE AND DOCUMENTATION
[THE "PROGRAM")BEFORE USIMG THE PROGRAM. BY CLICKING THE '*v'es"
EUTTOMN BELOW . OU INDICATE %¥OUR ACCEPTAMCE OF THIS AGREEMENT.

B CLICKING THE "Ma" BUTTON BELOW, THE INSTALLATION PROCESS “wiLL
EMD.

1. CA PROVIDES YOU WITH OME COPY' OF THE PROGRAM AMD LICEMSES
THE PROGRAM TOY0OU FURSUANT TO THE TERMS OF THIS AGREEMEMT. LI

CLICE. THE "ves" BUTTOM TO ACCEPT THE TERMS AMD COMDITIONS OF THIS
AGREEMEMNT &5 SET FORTH ABOWE.
CLICKE. THE "Mo" BUTTOM TO HALT THE IMNSTALLATION PROCESS.

< Back Tez Mo |
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Click “Next”.

Welcome

WWelzome ko the eT szt Audit Setup program. Thiz
program will install eT st Audit on pour computer.

[t iz ztrongly recommended that you exit all \Windows programs
befare running thiz Setup program.

Click Cancel to quit Setup and then cloze any programs poul
have running. Click Mest to continue with the S etup program.

WARMIMG: Thig program iz protected by copyright law and
international treaties.

IInauthaorized reproduction or digtribution of this pragram, or any
portion of it, may result in zevere civil and criminal penalties, and
will be prozecuted to the maximum extent pozsible under |aw.

Cancel |

Select “Custom”

Setup Type

Click the type of Setup vou prefer, then click Mest.

D eszcription

Thiz option will let you chooze and configure one ar more
optiohal components.

< Back | MHewt > | Cancel
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3. Check the boxes for “Router” and “Generic Recorder”.
Optional Components

Select the components that you want ko install. Reguired
compaonents are not lizted here and are always inztalled.

Components

W Flouter 2680 K
Send meszages to Unicenter Conzole 0k
SHIMP Recarder 0k
Check Point Firewall-1 Becarder 0k

] Genenc Recaorder

Documentation 0k

Deztination Folder

C:MProgram FileshCaMNeT st Audit
Space Required: RO28 k. Dick &
Space Awvalable: I7BT23IK 4’3 2PaC8

< Back | Mest =

Carnicel |

4. Use the default folder.

Select Program Folder

Setup will add program icons to the Program Folder listed below,
ou may type a new folder name, or zelect one from the existing
Folders list. Click Hext bo continue.

Program Folders:

ool [Commor]
EMC Applications
ErMCRemate

MHetwork, dzzociates

Startup

TightMC

¢ Back | Mest > | Cancel

eTrust Audit - Storage Monitor

17



5. Leave “Include all existing events” unchecked.
Event Logs to Audit \

Select event zources. Mate: When eTrust Access Contral 12
unning, it iz automatically audited.

[ MT System Event Log
v MT Security Event Log
v MT Application Event Log

[ Include all existing events [this may take some tme)

Far infarmation about advanced audit filkering, see the Paolicy
b anagement Guide.

< Back | Hest » | Cancel

6. Enter the Security Monitor server name provided by the Global eTrust
Administration Team.
Specify Mame of Monitor Machine

The eT mzt Audit Client i capable of zending intermal alert
meszages ko the gT ust Audit Securnty Maonitar [alzo known as the
eT izt Audit Self-Monitor).

Iri the field provided pleaze specify the name of the eT st Audit
Security Manitar [aka Self-Manitar] machine.

IF wou will be running the T rust Audit Securty Maonitor component
an thiz maching, ag a convenience, vou may zpecity localhost in
the field provided.

8 Host | Security Monitor Server [could be same as Collectar]

< Back | MNest > | LCancel
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% Pleasze wait while detecting host ..

7. Enter the Policy Manager server name provided by Global eTrust
Administration Team.

Specify HName of eTrust Audit Policy Manager Machine

The eT mszt Audit Client Components take direction from an eT st
Audit Policy M anager machine.

| the field provided please specify the name of the machine that
will be running the eT st Audit Policy M anager that thiz eT st
Audit Client acceptz directiohs from.

|F you will Be running the eTruzt Audit Policy Manager compaonent
an thiz maching, ag a convenience, you may zpecify localhost’ in
the field prowvided.

.': Hozt: |F'|:|Ii|:_l,l tanager Server Mamnéd J_

< Back | Mewt > | LCancel

% Pleaze wait while detecting host ..
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8. Click “Add” to configure Message Parsing.

Genenc Recorder Configuration

The eTrust Audit Genenc Becorder iz capable of harvesting event
infarmatian from many different application log files.

Special configuration filez, called Meszage Parzing [MP] filez, are
uzed ta tell the eTrust Audit Genenc Becorder what files to harvest
event information from, and how to format those harvested events.

[nzluded with eTrust Audit are pre-packaged s Sgions of MP files,
that can be uzed to enable the eTrust Audit G¥Ynic Becorder to
harvest event data from the following products.

& Toconfigure one of the recarders in the list below, click on the
% recarder name and then click on 'Canfigure’. Check the checkbox
bo the left of each recorder to auto-start it.

Add...

See the Reference Guide topic on wzing the eT rust Audit Genenc
Fecaorder for information about how to develop custom
configurations of your own to monitar these, or ather log files.

< Back | Heut » | Cancel

eTrust Audit - Storage Monitor
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9. Enter “Recorder Name”, “Log Name”, “MP File” and Log Files. Click OK.

For Navisphere log monitoring.
Recorder: Navisphere
Log Name: Navisphere
MP File: C:\Program Files\CA\e-trust Audit\cfg\Navisphere.mp
Log Files: C:\Logs\*.log

For EMCRemote log monitoring
Recorder: EMCRemote
Log Name: EMCRemote
MP File: C:\Program Files\CA\e-trust Audit\cfg\PWHOST.mp
Log Files: C:\Program Files\EMC\SymmRemote\PWHOST.log

For DMX log monitoring
Recorder: Symmwin_DMX
Log Name: Symmwin_DMX
MP File: C:\Program Files\CA\e-trust Audit\cfg\DMX_logall.mp
Log Files: C:\EMC\swifg\audit\*.log

For Symmb5 log monitoring
Recorder: Symmwin_Symm5
Log Name: Symmwin_Symm5
MP File: C:\Program Files\CA\e-trust Audit\cfg\Symm5_logall.mp
Log Files: C:\EMC\swifg\audit\*.log

For HDS Device Manager Monitoring
Recorder: HDSDevManager
Log Name: HDSDevManager
MP File: C:\Program Files\CA\e-trust Audit\cfg\HDSDevManager.mp
Log Files: C:\Program Files\HiCommand\DeviceManager\HiCommandServer\logs\service.log

For HDS USP Array Monitoring (Syslog)
This will be configured through a non-gui interface. Please see Appendix
E for details.
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Generic Recorder Configuration

The eT gt Audit Generic Recorder iz capable of harvesting event
C\ information frorm many different application log files.

- Special configuration files, called Message Parsing [MP) files, are
uzed to tell the eTrust Audit Genenc Recorder what files to harvest
(&3

Configure Generic Log Recorder

Recorder; INavisphere

Log Marme: INavisphere

P File: IEZ'\PIDQ[EITI Filez CaheT gt Audithcighhlavisphere mp | p
|Lng Files: —

C:hLogsh log

™ Skip old logs oK I Cancel |

configurations of paur awn to monitar these, or ather log files.

< Back | Heut » | LCancel |

10. For Navisphere servers click “Next”.

For EMC Service Processors, you add two different Generic Recorders

(SymmWin and EMCRemote logs).

For Connectrix Service Processors, you add one Generic Recorder

(EMCRemote logs). When complete, click “Next”.

eTrust Audit - Storage Monitor
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Generic Becorder Configuration

The eTrust Audit Generic Recorder iz capable of harvesting event
information from marny different application log files.

Special configuration files, called Meszage Parzing [MP] files. are
uzed ta tell the eTrust Audit Genenc Recorder what files to harvest
event information from, and how to format those harvested events.

Included with eT rust Audit are pre-packaged versions of MP files,
that can be used to enable the eT st Audit Generic Recorder to
harvest event data from the following products.

To configure one of the recorders in the list below, click on the
recorder name and then click on 'Configure’. Check the checkbox
to the left of each recaorder to auto-start it

O% -

[ g Mavisphere

4| | »

See the Aeference Guide topic on using the eTrust Audit Genernic
Recorder for information about how to develop custom
configurations of pour awn to moritor these, or other log files.

eTrust Audit - Storage Monitor
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11.1f you have an SMTP Server, it may be entered or leave blank. Click Next.
SMTP Server |

The eTrust Audit Client components are independantly capable of
zending email natifications.

" |n the field provided please specify the name of the [SMTP] mail
zerver maching that the eTrust Audit Client should interface with
when zending email notifications.

If your do not wizh bo uge thiz optional feature, ar if you do not koo
the name of the SMTF server machine to be uzed, you may leave
thiz field blank. az this facility can be enabled at a later time if pau 2o
chooze.

Server ||

See the Reference Guide for infarmation about configuring thiz
feature post install

< Back I Hest > I LCancel |

12. Click “Configure services for automatic startup”, then click Next.

eTrust Audit Client Servicesz Adminiztration

* Conhigure services for automatic startup

(" Configure services for manual startup.

< Back | Mest = | Caricel
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13.Click “Next”

eTrust Audit Services Configuration

The eTrust Audit Client services lizted below are normally mn with
Local System privileges. You may optionally specify a different
account for thesze services ta run under. Make sure that any user
account pou zpecify has the 'Log On as Service' user night.

To specify a different logon account for a service, select the
zervice from the lizt below by clicking an it, and then click an the
‘Log On Asz' buthan.

Service Account -
% eTrust Audit Action Manager  LocalSystem
% eTrust Audit Distribution Agent LocalSystem
%8 eTrust Audit Generic Fecorder  LocalSystem
% ezt Audit Log Router LocalSystem ﬂ

sy, - A [0 o T 1 Il

< Back | Hest » | LCancel |

14.Click “Next”

Installation Yerification

Setup can optionally configure the eTrust Audit Client components
ko azsigt pou with inztallation verfication.

These configuration sethings will cauze falled logon events to be
gent to the eT st Audit Securnty Monitor, running on the machine
that vou identified earlier in thiz installation process.

[ Install installation verfication settings

MOTE: These configuration settings are intended for installation
ventication purpozes, and would be automatically replaced by
whatever policiez you later define for thiz machine, using the eT rust
Audit Palicy Manager.

< Back | et » | Cancel
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15. Verify settings and click “Continue”.

Start Installation

Setup has enough infarmation ta start copying the program files.
|f wour are zatizfied with the zettingz, click Continue to start the
inztallation. Othensize, click Back to review or change any
zettings.

Current Settings:

Desztination Path: -
C:AProgram FileshCaheT st Audit

O ptional Components:
R outer
enenc Recorder

Specify Mame of Monitor Machine:
ecchest]2zz. nam. naroot. net

SMTP Server:

mailzr Jﬂ
]

< Back

Cancel |

% Setting up eT ruzt Audit infrastructure. Thiz may take a few minutes.

% Pleaze wait while zervices are being set up ...

16.Click “Yes”

31) Setup iz complete. Do pau want to start Me eT st Audit Client zervices now’?

o |
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% Starting zervices. Please wait ..

Client setup is complete.
8.1.2. Installation Verification

On Windows 2000 (DMX):
Click Start\Settings\Control Panel. Double click “Administrative Tools”. Double
click on “Services”

On Windows NT (Symmb5 and older):
Click Start\Settings\Control Panel. Double click “Services”

Verify that the eTrust Services are started.

eTrust Audit Action Manager
eTrust Audit Distribution Agent
eTrust Audit Generic Recorder
eTrust Audit Log Router
eTrust Audit Portmap

eTrust Audit Recorder

eTrust Audit Redirector

If any of these services are NOT started, click on it and click the “Start” button.
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8.2.eTrust Audit Client Software Configuration

For eTrust Audit Client software to function correctly there are several
modifications that need to be made manually. The changes in this section will
need to be made on all eTrust Audit Client nodes. For platform specific
modifications, see the appendix for your installation type.

Appendix A: Firewall Ports
Appendix B: CLARIION (Navisphere)
Appendix C: EMC (DMX & Symm)
Appendix D: Connectrix

Appendix E: HDS USP

8.2.1. Client Configuration

Modification to file: “LogNames.txt”. The numbers (Example: 150, 151, 152 and
153) will need to be consistent on all Clients, Collectors and Policy Mgr servers.

X Explting - C:\Progio Fies\CA =T
Fi= Edit Wiew Tools Help
[ S et = Al gl slE@] o XE EEEE
All Folders ntents of ‘C:\Program Files\CANeT nust Avditvete”
=2 Program Flez ;] MName | Eizul TI M odified
== Ca Llieons F. 0772072005 5:10 PM
E-{=0 eTnst Audit 5] Loghames tt KB T 07/20/2005518 PM
j EF:I B LogNames.tut - Notepad |_1O] : E:
5= dat Fie Edt Seach Help iy
21 database 150 EMCRemote Ellaar
4 el 151 Symnbin_DHK 7 At
] wra 152 SymnWin_Symms
] messages 152 Havisphere|
+-1_] Common Files 154 HDS_USP_Audit
=) Emc 155 HDS_USP_Login
+-] Etheseal
-] JavaSolt
4] Microsaft SOL Serve
=[] Mebwock Associates
(] Fiusl =
I 2]
1 objeci(s] selected 28 bytes - i
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8.2.2. Registry Settings

The eTrust network ports have to be manually configured in the registry under
eTrust (HKEY_LOCAL_MACHINE\SOFTWARE\ComputerAssociates\eTrust
Audit\Ports).

CollectorPort: 8028
DistributionPort: 8025
MonitorPort: 8030
RouterPort: 8026
RouterSapiPort: 8024

g“ Registry Editor
Registry  Edit View Favorites  Help k
1 WT Recorder ﬂ Mame Type Data
=] Recorder_Madules ab](Default) REG_SZ {walue not set)
L] EMCRemate [ab] CallectarPart REG_SZ &028
=HL] Parameters [aB]DistributionPart REG_SZ 8025
=] EMCRemote . fabonitorport REG_SZ 8030
_ A Llegfiles | pauterport REG_SZ B026
1 iPlanet P )
_JRouterSaplPort REG_S5Z G0z4

¥
+-{__] Microsoft 115
+-{__] Microsoft 154
+-{__] Microsaft Prosxy
1 SMMP Recorder
—1-_] Redirector
] data
+|-i__] Router
+-7] Se0s
+-{_] Components
| CurrentYersion
] Mail
+-{__] Messages
1 Paths
S Forts)
] RPC —!
1 Creative Tech
] EMC
] Gigabyte
1 InstalledOptions
] INTEL

1 McDATA =
(] >

Iy Computer|HKEY _LOCAL_MACHINE,SOFTWARE) ComputerAssociates\eTrust AuditPorts

- [ - [
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8.3.eTrust Audit Policy Manager

Once the eTrust Client software is installed and configured on the client, policies
must be created on the Policy Server and pushed to the Client.

8.3.1. eTrust Audit Policy Creation and Activation
From the eTrust Policy Server, create policies for SymmWin_DMX,
SymmWin_Symm5, EMCRemote, Navisphere and HDS and activate the
policies (including Windows Events).

Begin by creating the Audit Node.

1. Click on “Audit Nodes”

%% eTrust Audit Policy Manager - [Audit Nodes] — I Elﬂ
& File Edt Yiew Tools Window Help =1 eS|

Mame | Tvpe | Polic Description |
A EMC Group | MiA
EMCRemate s EMCRemate Group | EMCRemote. ..,
EMCTEST AL EMCTEST Graup | Wit
;d:;':ni\h’;:e & Mavisphere Group | Mavisphere
P— & SymrmtWin Group | SymimWin
& ‘WinEvents Group | Windows Ev...
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)

Swnmin

Marme | Tvpe | Policy
A EMC Group | MJA
éEMCRethE Group | EMCRemate. ..
: s EMCTEST Group | MJA
(RS &Navisphere Group | Mavisphere
WinEvents &Symmwm Graup | Symmiain
&WinEvents Group | Windows Ev...

eTrust Audit - Storage Monitor
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3. Enter Audit Node Type (ie: EMCRemote, SymmWin_DMX,
SymmWin_Symmb5, Navisphere or HDS), Click Add.
Audit Node Types x|

— Exigting AN types

Mame I Dezcrption -
& alF2 ALCF2 o
& pache Apache Semver

& a5400 AS400 Recorder

& AuditE ngine Audit Engine

% BEA Weblogic BEA “Weblogic

& Bindview Bindfiew

% CacheFlow CacheFlow

ol

| _>I_I
[elete |

— Mew AM type

I ame;
EMCRemote I

Diezcription:

&dd
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4. Click Yes

hudtNodeTypes |

— Existing &AM types

& eTruszt WebAD Webdogent
= eTrust World

= FoundStone FoundScan
HHID - Badoe

<

eTrust Web AC wWeb Agent
eTrust World

FoundStone FoundScan

HID - Badge Log/DE Recaorder

M arne | Dezcription :l
= eTust 550 eTrust 550
= eTrust WPMN eTrst WPMN
& eTrust Web Access Cont... eTrust Web Access Control —

Policy Manager

® Are wou sure you wank bo creake new AM Evpe?

=

no |

Dezcnphion:

Add
Ok |
5. Click OK, OK again.
Audit Mode Types I
— Emizting AM types
M arne | Drezcription :l
= eTuzt 550 eTruzt 550
& eTrust WPN eTrust WPN
& eTust Web Access Cont... eTrust Web Access Control —

& eTrust WebAD wWebdgent
&= eTrust Wworld
& FoundStone FoundScan

@ Mew AN bvpe wa

— M
I

i Policy Manager I

T rust wWeb AL web Agent
eTrust Wworld
FoundStone FoundScan

= added successFully,

D eszcription:

Ok |

eTrust Audit - Storage Monitor
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«Q’ File Edit Wiew Tools Window Help

[[= >

S

b=

Policies

Audit Hodes

E..

HWED > 2

EMCRemote_test
Mavisphere
PowerBroker_Log
SwnmWin_Tesk
WinEvents
WinEventsSymmm

7. Enter the Audit “Group Name”. (Example: EMCRemote, SymmWin_DMX,
SymmWin_Symmb5, Navisphere or WinEvents)

MNew Group
General |
E’_"E_ IEMCRemcfte
Type: Group
Dezcrnption: d
=

eTrust Audit - Storage Monitor

o ]

Cancel

Help
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8. Right click the Audit Node to add a new Audit Node. Click on “New AN".

“%, eTrust Audit Policy Manager - [Audit Nodes]
-Q’ File Edit Yiew Tools ‘Window Help

JJX bﬂtﬁ'}‘?

| Hast [

o EM
% pg  Detach From Palicy

Policy Reactivate

Propetties
Renarme

Delete

[=l-Em Targeks Mame |Tv|:ue |F‘|:|Iicv
i EMC FL mEmcRemote@l... EM... EMCRemote...

m. Etkach To Policy EEMCRethe@I... EM... EMCRemoake...

EMCZRemote@l,,, EM... EMCRemoake...

192,188,93.15
192,188.93....
192,188.93....

9. Enter Hostname or IP address of Navisphere Server, DMX, Symm or
Connectrix SP. Use the dropdown to select AN Type (EMCRemote,
SymmWin_DMX, SymmWin_Symmb5, Navisphere or NT for WinEvents).

Note: WinEvents will only be collected for Navisphere Mgmt Station.

Click OK
Mew Audit Mode (AN)

Host name: |1 92.162.93.201| Brnwse...l 0k I

AN Type: EMCRemote

AM Hame: IEMI:FE emoted@] 92, 168,93 201 -
Help |

&dd ta Group: IEMEH emate

Diezcription:

eTrust Audit - Storage Monitor
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Create Policies.

10. Click on the “Policies” icon.

E ecctestiZss

eTrust Audit Policy Manager - [Policies]
ﬁ File Edit Policy Yiew Tools ‘Window Help

*?D Drefault Policies .

=8 \'2- =] EMCRemate-prhost log Windows Events
EWMCH te Poli

B- \2@ . Tupe: Falicy folder

------ & Collection Events
Bl ‘Q- m ] Mavizphere
=B ‘Q@ Mavizphere - memtest logs
------ a memtest collection events
Bl \'2- Surmrmitin
= ‘2@ Syrmitdin - Logs
------ ‘Q& Collection Events
"Windows Events

Camment;

Selected Rules [under the current selec
ﬂ M T-Application

& MT-Security

& MT-System

(]
(mE AR groups:

&, WinEwvents
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11.To create a new Policy Folder. Click on “File / New”.

'i._n eTrust Audit Policy Manager - [Policies] ;li'ﬂ

=131

|Ie Edit Policy Wiew Tools Window Help

raperties !

Delete Termplate CRemate- pwhost lag Default Policies

EMCRemate Palicy )
Exgt b Collection Events Tope: E’ IFte g et
El- Q Mavisphere
= ‘Q@ M avisphere - memtest logs
I & memtest collection events
E| ‘Q Syt
H= QQ Symniin - Logz
T = '\?& Collection Events
EI Q windows Events
=L@ NT Policy
‘?é}. Suspicious Events
EI Q& Collection Events

‘? & MT-Application =
*Qa HT-5 Uity mE AN groups:
L@ WT-Spstem

| »

Canmett:

5

Selected Rules [under the current selection]:

12.Click Policy Folder and enter the name of the folder (ie: EMCRemote,
SymmWin_DMX, SymmWin_Symmb5, Navisphere, HDS or WinEvents)
Click “Finish”.
Policy Wizard

—Mew

i~ Palicy by template:; IF'u:-Iiu:_l,l Folder j

' Palicy Folder

™ Policy by AN type: I-"l"-EF2 j

I ame;
EMCRemate

Description:

% Hack I Finizh I Cancel Help |
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13.Right Click on the Policy Folder you just created and Click “New Policy”.
For WinEvents, you can copy/paste the NT Policy under Default Policies.

Note: WinEvents will only be used on Navisphere Mgmt Station.

“% eTrust Audit Policy Manager - [Policies]
& File Edit Policy Wiew Tools Window Help

loxX@ sBe HEg» 7|
"% ] Default Policies [

EQ EMCRemote-put  ACHYEE EMCRemote (TEST
=N EMCRemat e ackivate
: = ?‘% s Type: E’ Palicy falder

L@ a Collectior Check Palicies

= M avisph

& §-@6V§:v;[ehere . Attach AN Group Comment:
. W Ebanh & G
------ ‘? & memtest 1

BB @] Symmwin N N
EQ@ Symmiin - L= cppy
Lo A Collectior Daste

[—]Q “windows Events

=€ NT Policy Find...
‘? Jf}, Suzpiciol

Eﬁﬂ}, Collectior Show Activation Log
Qa WT - Propetties

4 NTS Rename =)
a NTS  pojete AN groups:

Belected Rules [under the current selection]:

14.Click on “Policy by AN type:” and select Type from dropdown menu.
Enter name of the Policy. Click Finish
Policy Wizard X

— Mew

' Policy by template: Iﬁpache Falicy j

= Faliey Falder

% Policy by AM type: IEMEHEthE j

I arne:
EMCRemote

L3

D escription:

< Blach I Finizh I Cancel Help |

eTrust Audit - Storage Monitor
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g A P
- ] Defaul Potizinn
=P @] EMCRer EMCRemote
El‘g@ EMCI  EEackivate ;
Lol gy O EEER RGeS Type: ﬁ, el !
= Havizphe .
Sy T | come
. Q& rr et G GrEmE
EI""E Symmtai e Palicy
E“?.@ Syrmn - Copry Selected Rules [under H
""" Q& C EashE
[—]‘Q Wwindows
E---‘ﬂ@ NTP  Find...
Palicy A Qﬁ ? Show Activation Log
. ; Fropetties
Rename =]
Delete (W) AN groups:

16.Check the box next to the relevant AN Group to attach to the Policy. Click
OK.

Attach AN Groups x|

Palicy: EmCRemaote
I I Cancel

Help

Flil

Select AN group(z] bo attach to the policy:

[ ds EMC

WMCHemD’rE
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17. Right click on the policy. Select “New Rule”.
4% eTrust Audit Policy Manager - [Policies]
gjﬁile Edit  Policy View Tools Window Help

[ox@ s B g > 2

=l =¥ [ Default Policies

; EMCRemate_test

EMCR emate-puwhost. log
Mavisphers

PowerBroker

EI Symmtfin. Test

; EQ% Syranain_Test_Paolicy
i “?& Summiain. Test Rule
windows Events

WiNE wentsSymm

=€ Syprrtadin

‘?% 2onn ey Rule

Copy
Paste

Seleck Rules
Deseleck Rules

Find...

Summary
Properties
Sawve As Template

Rename
Delete

18. Enter the name of the rule (Example: Log Collection for EMCRemote,
Symm/DMX, Navisphere and HDS). Click “Using wizard”. Click Next.

Rule Wizard
Q} ILag Collection|
Type: Rulz
Description; ;I
— Create rule
7 O |sing wizard
Fr T Using editar
¢ Back I Mewt » I Cancel Help
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19. We'll input filter info in the next section. Click Next.

Filter E2

Select eventz according to the conditions below:

<Add conditions from below to this lists

Include events | Exclude events | Show script |

Define more conditions

Field ~ | |
Operation; I "I ™| Match Case Flemove |

Value: | | focld o List |

< Back I Mest » I Cancel | Help

20. We'll enter this info in the next section. Click Finish.

Actions

Select actions that will be izsued when the event occurs:

(g3 r -
1B E-Mail
D Esternal Program

— Details
Host Mames or IP Addresses:

I Ferfom this action on remote server
% Semver defined by &M gioup

) Server s
a i H
Add | Delete | Browse |

< Back I Finigh I Cancel Help

eTrust Audit - Storage Monitor
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8.3.2. eTrust Audit Policy Rules

A Policy rule is similar to a script of commands that are triggered by the events
received by the router component of the Audit Client. Each event that passes
through the Audit Client (Router) is tested against the Policy Rules that are
created and distributed by the Policy Manager. Policy rules are defined as
sequences of Include (Select) or Exclude (Ignore) filters, and each event must
pass through these filters before the event is selected for Audit Action
destinations.

The following steps detail how to add “exclude” and “include” filters to a policy.

1. Right click on the policy collection event (Log Collection) that was created
in the previous section. Click on “Properties”.

“* eTrust Audit Policy Manager - [Policies]
ﬁ File Edit Policy Yiew Tools ‘Window Help

JJ ''''' XE| 4 BRE | hg A 2

¥ [ Default Policies

EMCRemote_test C

= EMCRemate-prhost log

+

El‘g@ EMCRemate Policy Ty
b Collection Events C
Palicies Mavizphere Mews Rule °
Symmmidin Copy
_..-;'1’"', Sy.mm'w'in_Test Paste
ks windows Events :
At B e s, Select Subrules 2
Audit Hodes —
Deselect Subrules
Find...
Properties
Renarme
Delete
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2. For the EMCRemote policy, click on the “Filter” tab and add the following
entries. Click on the “Actions” tab.

Collection Events Properties
General  Filter | Actionz I

Edit filker:

Exclude Int meszage i matches
Exclude Int message ci: matches
Exclude Int meszage o matches
Exclude Int meszage o matches

Exclude Int Info ci: matches /220000
Exclude Int Divide_Mezsage o matches '/ A0 400

"SymmBemote unloaded"!
"SymmAemote loaded"
"EMCRemote unloaded"
"EMCFRemote loaded"

| Open text in external editor I

0k | Cancel | Help |

From the “Actions” tab. Check the “Collector” box and click on “Add”. Enter
the IP address of the eTrust Collector Server. Click OK.

Collection Events Properties X I

Generall Filter ~ Achions |

Select actions that will be izsued when the event occurs:

@ Collector =
[ EA E-Mai [
D Eternal Frogram
CIG.File =
o .
e N ||
— Details g
HostN * Host Wame or [P Address:
IIF' of eTrust Collector Server Browse | TEr,
ok I Carncel |
T P =4 [ = 1
] |
Add | Delete | Browse |
0k Cancel | Help |
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3. For the Navisphere policy, click on the “Filter” tab and add the following
entries. Click on the “Actions” tab.

memtest collection events Properties
General  Filker I.t’-‘«c:linnsl

Edit filker:

Exclude Int Info ci: matches "CRU Enabled”
Exclude Int Info ci: matches "M aviw!atchdog'
Exclude Int Info ci: matches "SPS Recharging”
Exclude Int Info ci: matches "SPS Enablad”
Exclude Int Info ci: matches "Battery T esting'
Exclude Int Info ci: matches "nternal Infarmation'

| Open text in external editor I

Ok | Cancel | Help I

From the “Actions” tab, check the “Collector” box and click on “Add”. Enter
the IP address of the eTrust Collector Server. Click OK.

Collection Events Properties I
Gereral I Filter  Actions |

Select actions that will be izsued when the event occurs:

@ Collector ﬂ

[JE= E-Mail
D External Program
Ll File

o - .
KT >
— Detail: =
Host M ;@Host Mame or [P Address:

IIF'nfeTlustEolleclolServed Browse | =
0k I Carncel |

T Pl = A
< | He
Add | Delete | Browse |

-

] Cancel | Help |
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4. For the SymmWin DMX policy, click on the “Filter” tab and add the
following entries, then click “OK”.

Symm¥in_Test_Rule Properties E

General  Filter I Achions I

Edit filter:;

Exclude Int Message ci; matches "Scheduler”

Include Int Message ci: matches “start a zoript”

Include Int Message ci matches "SvYMPL RUMN FROM"
Include Int Meszage ci: matches "Seript Ended”
Include Int Message ci matches "SvMPL End"

Include Int Mezzage ci: matches "LOGIM"

| Open text in external editar I

] | Cancel | Help |

From the “Actions” tab, check the “Collector” box and click on “Add”. Enter
the IP address of the eTrust Collector Server. Click OK.
Collection Events Properties |

Generall Filter  Actions |

Select actions that will be izsued when the event occurs:

@ Collector -
[ EA E-Mai
D External Frogram

il File s
LS.
e -

— Details @
HostM * Host Wame or [P Address:

IIF'nfeTlustl:ollectDISErveri Browse | =
ak I Carcel |

T AT
a | H
Add | Delete | Browse |

0k Cancel | Help |
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5. For the SymmWin_Symmb5 policy, click on the “Filter” tab and add the
following entries, then click “OK”.
Collection Events Properties |

General  Filter | Achions I

Edit filter:

Exclude Int Meszage cii matches "Test"
Exclude Int Mezzage ci matches "Unknown"
Exclude Int Meszage cii matches "
Euclude |nt Meszage o matches ™

Exclude Int Message ci matches "----mmeee - "

| Oper text in extemal editor I

Ok, | Cancel | Help |

From the “Actions” tab, check the “Collector” box and click on “Add”. Enter
the IP address of the eTrust Collector Server. Click OK.
Collection Events Properties K|

Generall Filter  Actions |

Select actions that will be izsued when the event occurs:

@ Collector ﬂ

[ EA E-Mai
D External Frogram

il File
o .
ﬂ_ Add Target E

— Details @
HostM * Host Wame or [P Address:

IIF'nfeTlustl:ollectDISErveri Browse | =
ak I Carcel |

T AT
a | H
Add | Delete | Browse |

-

0k Cancel | Help |
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6. Right click on each

policy name and “activate” the

policy:

YAk

e
bbb O
FE -

% [ Default Policies

EMCRemate_test
EMCRemate-pwhost log

Deactivate
Check Policies

Attach AR Group
Detach AN Group

Mew Policy

Copy
Faste

Find...

Show Activation Log
Froperties

Rename
Delete

eTrust Audit - Storage Monitor
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Verify Policy Activation:

7. Click on Paolicy Activation Log
eTrust Audit Policy Manager - [Audit MNodes]

«Q’ File Edit Wiew Tools Window Help
HED AP

-2

eTrust Audit Policy Manager - [Policy Activation Log]
@ File Edit Yew Tools Window Help

[Bxe HETE A2
MK Time T | AN Name Palicy Name: Type Mezsage Text
07/2202005 08:07:05 AW Symmifingd192.165.93.202 Symmiin Policy application Pdlicy was successfully distributed to the AN,
- @!,a 07/2202005 08:07:05 AW Symmifingd192.165.93.202 Symmiin Policy application Pdlicy was successfully applied tathe AH.
0 0772272005 03:06:57 AN Symmivingg192.165.93.202 SYmYn Palicy application  Distribution command will be sert

) 072112005 02:08:14 P
||, 072112005 02:08:14 P
€ 0712112005 020807 P

EMCRemotedd192.165.93.202
EMCRemotedd192.165.93.202
EMCRemotedd192.168 93 202
@!h 0772172005 02:07:43 P EMCRemate_test@192.165.93 202
@!'a 0772112005 02:07:43 P EMCRemate_testi@1 9216593202
N @!} 0772112005 09:37:42 &M EMCRemaote_testf@i 92 16593 202
@!} 0772112005 09:37:42 &M EMCRemaote_testf@i 92 16593 202
_0 0772112003 09:37:31 &M EMCRemate_test(@i 92.165.93.202
N @L 0772112003 09:37:31 &M EMCRemate_test(@i 92.165.93.202
@'l'a 0772112003 09:37:31 &M EMCRemate_testi@i 92.165.93.202
_o 0772112003 09:37:21 &M EMCRemate_test@192.165.83.202

EMCRemote-pywvhost log
EMCRemote-pywvhost log
EMCRemote-pivhost log
EMCRemote_test
EMCRemote_test
EMCRemote_test
EMCRemote_test
EMCRemote_test
EMCRemote_test
EMCRemote_test
EMCRemote_test

Palicy application
Palicy application
Palicy application
Palicy remaving

Palicy remaving

Paliesy application
Paliesy application
Palicy application
Palicy application
Palicy application
Palicy application

Policy was successiully applied tathe AN,
Policy was successiully distributed to the AN,
Distribution command wil be sent

Policy was successfully removed from the AN,
Policy was successfully distributed to the AN.
Palicey weas successfully applied to the AN
Palicey weas successfully distributed to the &4,
Distribution command wil be zent

Palicy weas successiully applied ta the AN,
Policy weas successfully distributed to the AN,
Distribution command wil be sent

||, 072172005 09:36:51 AM
|8, 072212005 09:36:51 AM

@!h 0772002005 03:28:23 PM

||, 072002005 05:26:23 P

EMCRemotedd192.165.93.202
EMCRemotedd192.163.93.202
EMCRemotedd192.168 93 202
EMCRemotedd192.168 93 202

eTrust Audit - Storage Monitor

EMCRemote-pywvhost log
EMCRemote-pywvhost log
EMCRemote-pivhost log
EMCRemote-pivhost log

Palicy remaving
Palicy remaving
Palicy application
Palicy application

Policy was successiully removed from the AN,
Policy was successiully distributed to the AN,
Policy was successfully applied tathe AN,
Policy was successfully distributed to the AN,
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9. Appendix A: Firewall Ports

For the eTrust Audit client to communicate with the collector database through a
firewall the following TCP and UDP ports are required to be open.

TCP Ports: 8025
UDP Ports: 8024,8026, 8028 and 8030
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10.Appendix B: CLARIiON Log Processing (Navisphere)

Monitoring of CLARIION arrays is accomplished via a Navisphere Manager
server. The following information is required:

Name and IP addresses of storage arrays (will be used in the scripts)

Location and name of the log files.
Message Parsing file (Navisphere.mp).

10.1. CLARIION Scripts

In order to generate log entries that can be sent to the eTrust logging system, the

following scripts were implemented on a NAVICLI capable machine.
machine is typically the off-array management station.

designed to run on a Windows 2000/2003 platform.

Note: Enable “Windows Task Scheduler”, if it's not enabled already.

Run_

navi_logs.bat — main batch file for log processing

(schedule this script to run 1x / day)

This
These scripts are

@echo

off

rem
rem
rem
rem
rem
rem
rem
rem
rem
rem
rem
rem
rem
rem

ok % o o kX ok ok X % o

run_navi_logs.bat
Gary Johnson GDSE 04/08/05
last updated: 06/08/05 GJ

This batch file calls the main batch file navi_logs.bat and creates
a reused log file every time it run.

It should be scheduled to repeat every 24 hours.
Logs are circular files and are not cleared

sample entry for AT:
at 07:15 /EVERY:m,t,w,th,f,s,su "c:\logs\batchjobs\run_navi_Jlogs.bat"

ok % o o kX ok ok X % o

rem
@echo

CALL *

on

‘c:\logs\batchjobs\navi_logs.bat" > "c:\logs\batchjobs\navi_logs.log"

Navi_logs.bat — main logic loop for log processing

@echo

off

rem
rem *
rem
rem
rem
rem
rem
rem
rem
rem
rem
rem
rem

ok % ok ok X X o+ ok X %

navi_logs.bat
Gary Johnson GDSE 04/08/05
last updated: 06/16/05 GJ

This batch file pulls the log file from CX-series arrays

as defined in navi_logs.ini, stops and starts the eTrust process,

and renames the old file. It also calls utilities called fc and findstr
that provides etrust with the (difference) only new records since

the last pull and places it in the _log file.

Logs on CLARiIION SP*s are circular files and are not cleared

ok % o o kX % b % X %

rem
@echo

--begin processing------

CALL net stop "eTrust Audit Generic Recorder"
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SETLOCAL
FOR /F "eol=# tokens=1,2 delims=, " %%i IN (c:\logs\batchjobs\navi_logs.ini) DO (
@echo %%j %%i
@echo filename will be: %%j.new
@echo copy old file to %%j.old
CALL copy c:\logs\%%j -new c:\logs\%%j.old
@echo Pulling log from %%j
CALL navicli -h %%i getlog > c:\logs\%%]j -new
@echo creating difference file: %%j.log
CALL fc /L c:\logs\%%j-old c:\logs\%%j.new > c:\logs\%%j -tmp
CALL findstr /B "[0-9]" c:\logs\%%j.-tmp > c:\logs\%%j . log
@echo clean up temporary file
CALL del c:\logs\%%j .tmp
@echo +++++)
ENDLOCAL

CALL net start "eTrust Audit Generic Recorder"
@echo --end of processing-----

Navi_logs.ini — definition file for list of arrays and ip addresses — include both SPs

192.

navi_logs.ini
Gary Johnson GDSE 04/08/05
last updated: 06/08/05 GJ

This is a configuration file for the automated pull
of Navisphere activity logs from CX-series arrays.

List ip addresses (SPA & SPB) of cx-series arrays,name of array

168.93.40,cx400 (example)

ok % b ok X % b ¥

HHHFHHEHEHEHEHEHRH
ok % X % ok ok ok %

192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.

.40,cx400A
.41,cx400B
.60,Ccx600A
.61,cx600B
.30,cx500A
.31,cx500B
.70,cx700A
.71,cx700B
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10.2. CLARIiON SP Logs

The scripts run nightly to pull the log off of each SP and places the data in a log
file in directory C:\logs\arrayname.log. The eTrust registry entries need to be
updated with the location and name of each of these logs. There should be two
logs for each array (one per SP). The log name should be the same name that
was defined in the “Navi_logs.ini” file with a “.log” extension (file type). For
example:

&' Registry Editor

Registry  Edit  Wiew Favorites Help

-0 HKEY_LOCAL_MACHINE | | Name | Type | Data

(] HARDWARE 28] {Default) REG... (value not set)
-3 SaM IDgl REG... cC:\logs\cxd00a.log
~{2J SECURITY IDg2 REG... cC:\ogs\cx400B.log
EI"_ EEI) FEEY;EE IDgB REG... cCiilogsicxs00a.log
"{:I Broadcom IDg4 REG... cCiiogshcxS00B.log
"{:I Classes IDgS REG... ciiogsicxE00A.log
"{:I Cliants Iogﬁ REG... ciiogsicxE00B. og
=@ ComputerAssociates Iog? REG... ciiogsicx700A. Iog
223 eTrust Audit | | [a]logs REG... c:ilogs\cx700B.Iog

E-23 Client [2]loga REG... ciilogsidx000.00g

- Maragernent Agert
=3 Recorders
-0 Chedk Point Fw-1
-{_] NT Recarder
=1 Recorder_Modules
-1 Planet
-1 Microsoft 115
-3 Microsoft 154
-0 Microsoft Prosxy
=0 Mavisphere
=1 Parameters
=1 Mavisphere

. Lt LogFiles ;I 1 I I _'I

|My ComputeriHkEY _LOCAL_MACHIMELSOFTWARE ComputerdssociatesieTrust Audit\ClisntiRecordersiRecorder_Modules\NavisphersiParameters 2

Any files listed in this area will be scanned for new entries on a frequent basis. If
the file does not exist (i.e. wrong file name) an error in the windows application
log will be generated and should be sent to the eTrust log.

Message Parsing File

The Message Parsing file is used to describe the format of the records that are in
the log file, so that the eTrust Audit generic log scraper can interpret these
records. The MP file also tells the eTrust Audit generic log scraper how these
records should be (re)formatted, what categories to assign to these records,
before these records are sent on to the rest of eTrust Audit for
processing/storage.

The message parsing file needs to be copied to C:\Program Files\CA\eTrust
Audit\cfg. The eTrust registry entry needs to be updated with the location of this
file. If the MP file location was specified during the install of eTrust Client, then
you will not have to update the registry. Verify by checking the registry.
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&' Registry Editor
Fegistry Edit  Miew Fawvorites Help

=0 HKEY_LOCAL_MACHINE | | Mame Type | Data
D HARDWARE i REG_5Z  (walue not set)
{:l SAM REG_S7 Mavisphere

Elg ggi:'i};;E MPF“E REG_SZ  cfglinavizphers mp
& sorland &%) SendUnmatched REG_... 0x00000000 (0)
oy .

; oran %] skipCurrentlogs REG_... 000000000 (0}

-] Broadcom :
g Clooeos B8] startOver REG_... 0x00000000 (0)

l:l Clients
EH:I Computerfssociates
=0 eTrust Audit
EH:I lient
l:l Management Agent
=1 Recorders
-] Check Paint Fy-1

{:l MT Recorder
El{:l Recorder_Modules
- iPlanet
- Microsoft TI5
- Microsoft 154
l:l Microsoft Prosey
ElCI Mawisphere

EH:I Parameters

Ela Mavisphere

o {:l LagFiles =14l | B

|M';.-' CompuberiHKEY_LOCAL_MACHINEYSCFTWARE ComputerAssociatesteTrust Audit CientiRecordersifecarder_Mad, -

Message Parsing File for CLARIION (Navisphere.mp):

; ini Ffile for Navisphere Log
Tokens

Date

Type = datetime
Format = [0-9]*\/[0-9]*\/[0-9]* [0-9]1*\:[0-9]*\:[0-9]*
DateTimeFormat = %m/%d/%Y %T

T

Enclosure

{

format [0-9]*

b
Disk

format = [0-9]*
¥
SPS

format = [0-9A-Za-z]*
ErrorCode

format = [0-9a-zA-Z]*

Messagel

{
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format = [0-9a-zA-Z\ ]*

T
Info
{

format

1]
+

HexCode

format = [0-9a-TfA-Fx]*

T
3
TranslateTbl
{
T
Records
{
;Records

= AAAAAAAAA4 -
1] ’

; DiskEnclosure Messages

; 0370372004 08:19:25 Enclosure 1 Disk 13 (a07) CRU Powered Down [0x00] 0
920c

DiskEnclosure_Messagel
{
Name = DiskEnclosure_Messagel
Keyval = 0
Type = RECORD
Regex = <Date> Enclosure <Enclosure> Disk <Disk>[ J+[\(d<ErrorCode>[\)][ J+<Info>[
J+\[<HexCode>\][ ]*<Codel>[ ]*<Code2><_rest>
Key = DiskEnclosure_Messagel
ReplaceSpace = TRUE

AddTokenl = Category:Clariion

AddToken2 = Log:Navisphere

AddToken3 = Taxonomy:

AddToken4 = Status:S

AddToken5 = EventCategory:DiskEnclosurel

<Codel> = <ErrorCode>
<Code2> = <ErrorCode>

}
; 03/7/03/2004 08:19:26 Enclosure 0 SPS B (90d) SPS Removed [0x00] 0
20000

DiskEnclosure_Message2
{
Name = DiskEnclosure_Message2
Keyval = 0
Type = RECORD
Regex = <Date> Enclosure <Enclosure> SPS <SPS>[ J+[\(d<ErrorCode>[\)][ J+<Info>[
J+\[<HexCode>\][ ]*<Codel>[ ]*<Code2><_rest>
Key = DiskEnclosure_Message2
ReplaceSpace = TRUE

AddTokenl = Category:Clariion

AddToken2 = Log:Navisphere

AddToken3 = Taxonomy:

AddToken4 = Status:S

AddToken5 = EventCategory:DiskEnclosure2

<Codel> = <ErrorCode>
<Code2> = <ErrorCode>

Basic2

{
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Name = Basic_Message?2

Keyval = 0

Type = RECORD

Regex = <Date><Messagel>[\(J<ErrorCode>[\)]<Info><_rest>
Key = Basic_Message

ReplaceSpace = TRUE

AddTokenl = Category:Clariion

AddToken2 = Log:Navisphere
AddToken3 = Taxonomy:
AddToken4 = Status:S

o

Basic

{
Name = Basic_Message
Keyval = 0

Type = RECORD

Regex = <Date>[ J+[\(J<ErrorCode>[\)]<Info><_rest>
Key = Basic_Message

ReplaceSpace = TRUE

AddTokenl = Category:Clariion
AddToken2 = Log:Navisphere
AddToken3 = Taxonomy:
AddToken4 = Status:S
3
; Records

- FkkkhAk Ak -
s s

¥

eTrust Audit - Storage Monitor




11. Appendix C: EMC Log Processing (performed by EMC)
11.1. DMX Configuration
11.1.1. Log Pull Program

The EMC Log Pull program (swlifg.exe) will be installed by EMC on the DMX
service processors. This program will extract data from the SymmWin log and
place it in a format that eTrust can read. The program is located in directory:
C:\EMC\swlfg. The logs that it generates are located in directory:
C:\EMC\swilfg\audit under filenames: logall_dateyymmdd_timexxxxxx.log.

The eTrust registry entry needs to be updated with the location of this file. If the
log file locations were specified during the install of eTrust Client, then you will
not have to update the registry. Verify by checking the registry.

&' Registry Editor

Begizty  Edit Yiew Fawvorites Help
—1-_] Computerdszociates ﬂ M ame Type Diata
=11 eTrust Audit k] [Default] REG_SZ

=11 Client iR REG_SZ[ CAEMCuawiighhauding
+-{_] Management Agent
-1-__] Recorders

+1-1__] Check Paint Prad-1 %
] NT Recorder

-1-{__] Recorder_Modules

] EMCRemote

] iPlanet

1 Microsaft 115

] Microsaft 154

] Microsaft Prowsy

] Symimiin_DhdE

=-|_] Parameters
=]-__] Symmin_D

% LogFiles
] SMMP Recorder

+-_] Redirectar ’j
L4 LA RE | i

by ComputertHEEY_LOCAL_MACHIMESSOFTWwWaRE \ComputerdszociatesheT st AudithClient\R ecordersh B ecorder_kc

+

1]~

Message Parsing File

The Message Parsing file is used to describe the format of the records that are in
the log file, so that the eTrust Audit generic log scraper can interpret these
records. The MP file also tells the eTrust Audit generic log scraper how these
records should be (re)formatted, what categories to assign to these records,
before these records are sent on to the rest of eTrust Audit for
processing/storage.

The message parsing file needs to be copied to C:\Program Files\CA\eTrust
Audit\cfg. The eTrust registry entry needs to be updated with the location of this
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file. If the MP file location was specified during the install of eTrust Client, then
you will not have to update the registry. Verify by checking the registry.

& Registry Editor
Begizty  Edit Yiew Fawvortes Help

—-{_] Computerdzzociates ﬂ M ame Type Data
=1 eTrust Audit ab][Defaull] REG_SZ  [value not set)
=1 Client .. REG_SZ _ Symmiwfin
+-_] Management Agent HEG_SE
-1-__] Recorders . HEG_m ______
#] Check Point P/l REG_.. 0+00900000 (0)
H :I' EZCHDZC;'_E';'D e B]Stat0.. REG_. 000080000 (0]
+-_] EMCRemote
+-_] iPlanet
+1-_] Microzaft |15
+1-1_] Microsaft 154
+1-1_] Microsaft Prowsy

] Syrmimiin_DhE
—1-__] Parameters
=1 Symmiyin_D
] LogFiles
1 SMMP Recorder

+-_] Redirectar r:J
L4 LAREY | i

by Computer\HEEY_LOCAL_MACHIMNENSOFT'WWARE\Computerdzsociateshe T rust AudithClenth B ecorders\Recorder_kMc

Message Parsing File for DMX (DMX_logall.mp):

; ini Ffile for the EMC Log
Tokens

Date

Type = datetime
Format = [0-9]*\/[0-9]*\/[0-9]* [0-9]1*\:[0-9]*\:[0-9]*
DateTimeFormat = %m/%d/%Y %T

¥

System

{

format

[a-zA-Z0-9]*
Facility

format = \[[a-zA-Z0-9]+\]
}

<Message> = <_rest>

}

TranslateTbl

{
}

Records

{

;Categories

- Kk kh kA kk -
> >
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;BasicMessage

Basic

{
Name = Basic_Message
Keyval = 0
Type = CATEGORY
Regex = .. <Date> <System> <_rest>
Key = Basic_Message
ReplaceSpace = TRUE

¥

; Records

B
’ ’

Basic_Record
{

Name = Basic_Record
KeyVal = Basic_Message
Type = RECORD
Regex = <Facility> <Message>
Key =
ReplaceSpace = TRUE
AddTokenl = Category:EMC

AddToken2 = Log:SymmWin_DMX
AddToken6 = Taxonomy:
AddToken7 = Status:S
}
3
11.1.2. EMCRemote

Remote access to the EMC storage array is accomplished using EMCRemote. It
has a log file (PWHOST.log) that logs successful and unsuccessful attempts to
access the storage array. The eTrust registry entry needs to be updated with the
location of this file. If the log file location was specified during the install of eTrust
Client, then you will not have to update the registry. Verify by checking the
registry.

& Registry E ditor

Beaqiztry Edit “iew Fawortes Help
=-{_] Computerdssociates ﬂ MName Type Data

=+ eTrust Audi [ab][Defaul] REG_SZ e
=3 Clent oM REG_SA CMProgiam Flles\\EMCYSpmmRematet \PwHOST.LO
+-__] Management Agent

—-{_] Recorders %
+-|_] Check Point Fs-1
1 MT Recorder
—-|_] Recorder_tModules
—I-_] EMCRemate
—-|_1 Parameters
=11 EMCRemate
_4 LogFiles

1 iPlanet

1 Microsoft 115
1 Microsoft 154
1 Microsoft Proxg
-] Symmtadin

1 SHMP Recorder

+-|_] Redirector -
4] >

. My ComputersHEEY_LOCAL_MACHIMNENSOF TWARE\Computerdszaciates’e T rust AuditClientsB ecorders\Becorder_ModuleshERMCRemateh\Paranm:

F [
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Message Parsing File

The Message Parsing file is used to describe the format of the records that are in
the log file, so that the eTrust Audit generic log scraper can interpret these
records. The MP file also tells the eTrust Audit generic log scraper how these
records should be (re)formatted, what categories to assign to these records,
before these records are sent on to the rest of eTrust Audit for
processing/storage.

The message parsing file needs to be copied to C:\Program Files\CA\eTrust
Audit\cfg. The eTrust registry entry needs to be updated with the location of this
file. If the MP file location was specified during the install of eTrust Client, then
you will not have to update the registry. Verify by checking the registry.

=10l |

£ Registry Editor

Reqistry Edit  Wiew Favorites Help

=1-_] HEEY_LOZalL_MACHINE ﬂ Mame Type [Cata
+-_1 HARDWARE ab|(Default) REG_SZ (walue nok set)
-] 5AM [2b]Loghame REG_SZ EMCRemate
] SECURITY _ REG_SZ cFQUPWHOST.mp
=L SOFTWARE @¥]sendUnmatched  REG_DWORD 0x00000000 (0}
: j E:Z:Z g}i_:']SldeurrentLogs REG_DWORD 000000000 £0)
-5 ATI Technologies 8] startover REG_DWORD 0100000000 {0}
+1-__] BYRP Software, Inc
+-{_] Classes
+-{_] Clients =

| Computerfssociabes
=1-{_] eTrust audit
=11 Client
—|-__] Managemenk Agent
+-__| AN Types
__| Parameters
=1-{_] Recorders
+-{_] Check Paint F\y-1
1 NT Recorder
—1-__] Recorder_Modules
—|-__] EMCRemoke
=-{__| Parameters

+--_3 EMCZRemcke «
Kl JE] I i
My ComputeriHKEY _LOCAL_MACHIMNE,SOFTWARE W ComplterAssociateseTrusk AuditiClientiRecorders\Recorder_Modules\EMCRemote\Parameters),

Message Parsing File for EMCRemote (PWHOST.mp):

; ini file for PWHOST Log
Tokens
{
Date
{
Type = datetime
Format = [0-9]*\/[0-9]1*\/[0-9]* [0-9]1*\:[0-9]1*\:[0-9]1* [A-Z]*
DateTimeFormat = %m/%d/%Y %I :%M:%S %p
T

Message
format = [a-zA-Z0-9\.\"\ ]*
Divide

{
format = [\/]
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3
DivideMessage
{
format = [\/]*
3
¥
TranslateTbl
{
¥
Records
{
;Categories
; Rk e ;
;BasicMessage
Basic
{
Name = Basic_Message
Keyval = 0
Type = CATEGORY
Regex = <Date> <_rest>
Key = Basic_Message
ReplaceSpace = TRUE
¥
Divider
{
Name = Divider_Message
Keyval = 0
Type = CATEGORY
Regex = <Divide><_rest>
Key = Divide_Message
ReplaceSpace = TRUE
3
; Records

-kkkkhkkhkk -
B B

Basic_Record
{

Name = Basic_Record
KeyVal = Basic_Message
Type = RECORD
Regex = <Message>
Key =
ReplaceSpace = TRUE
AddTokenl = Category:Process

AddToken2 = Log:EMCRemote
AddToken6 = Taxonomy:
AddToken7 = Status:S

3

Divide_Record

~

Name = Divide_Record

KeyVal = Divide_Message

Type = RECORD

Regex = <Divide_Message>

Key =

ReplaceSpace = TRUE
AddTokenl = Category:Process

AddToken2 = Log:EMCRemote
AddToken6 = Taxonomy:
AddToken7 = Status:S

b
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11.1.3. Private Wire (Firewall Software)

EMC will configure the firewall software on the DMX to allow eTrust traffic. Ports
are listed in Appendix A.

11.2. Symmb5 Configuration
11.2.1. Log Pull Program

The EMC Log Pull program (swifg.exe) will be installed by EMC on the DMX
service processors. This program will extract data from the SymmWin log and
place it in a format that eTrust can read. The program is located in directory:
C:\EMC\swlfg. The logs that it generates are located in directory:
C:\EMC\swilfg\audit under filenames: logall_dateyymmdd_timexxxxxx.log.

The eTrust registry entry needs to be updated with the location of this file. If the
log file locations were specified during the install of eTrust Client, then you will
not have to update the registry. Verify by checking the registry.

&' Registry Editor

Begizty  Edit Yiew Fawvorites Help
—1-_] Computerdszociates ﬂ M ame Type Diata

=1 eTrust Audit ab][Defsul] REG_SZ [waluehabse
-3 Client SIE  REG_SZ( CAMEMCHswiighhaudity
+-_] Management sgent
-1-__] Recorders %

+1-1__] Check Paint Prad-1
] MT Recarder

-1-{__] Recorder_Modules
] EMCRemote
] iPlanet
1 Microsaft 115
1 Wicrosoft |SA
] Microsaft Prowsy
] Symimiyin_Symms3
=-|_] Parameters

=1 Symmiyin_S

4 LogFiles

] SMMP Recorder

+-_] Redirectar ’ﬂ
L4 LARE] | i

by ComputertHEEY_LOCAL_MACHIMESSOFTWwWaRE \ComputerdszociatesheT st AudithClient\R ecordersh B ecorder_kc

+

1]~ [~

Message Parsing File

The Message Parsing file is used to describe the format of the records that are in
the log file, so that the eTrust Audit generic log scraper can interpret these
records. The MP file also tells the eTrust Audit generic log scraper how these
records should be (re)formatted, what categories to assign to these records,

eTrust Audit - Storage Monitor 61



before these records are sent on to the rest of eTrust Audit for
processing/storage.

The message parsing file needs to be copied to C:\Program Files\CA\eTrust
Audit\cfg. The eTrust registry entry needs to be updated with the location of this
file. If the MP file location was specified during the install of eTrust Client, then
you will not have to update the registry. Verify by checking the registry.

& Registry Editor

Begizty  Edit Yiew Fawvortes Help

—-{_] Computerdzzociates ﬂ M ame Type Data
=0 eTrust Aud ab][Defaul) REG_SZ  [value not set]
=I-_1 Client 3b]LogMa.. REG_SZ _Summiwin
+-_] Management Agent - REG 57
=+ Recorders a¥Sendl.. REG_.. OWDOBOOGAG
t :I' S;E;‘;;”rz‘;wq R¥]SkipC.. REG_.. Ox00U00000 (0]
“-(] Recorder Modules me|Start0.. REG_..  0=00020000 (0]
+-_] EMCRemote
+-_] iPlanet
+1-_] Microzaft |15
+1-1_] Microsaft 154
+1-1_] Microsaft Prowsy

] Symmidin_Symms
—1-__] Parameters
=1 Symmiyin_S
] LogFiles
1 SMMP Recorder

+-_] Redirectar r:J
L4 LAREY | i

by Computer\HEEY_LOCAL_MACHIMNENSOFT'WWARE\Computerdzsociateshe T rust AudithClenth B ecorders\Recorder_kMc

Message Parsing File for Symm5 (Symm5_logall.mp):

; ini Ffile for the EMC Log
Tokens

{
Date

{
Type = datetime
Format = [0-9]*\/[0-9]*\/[0-9]* [0-9]1*\:[0-9]*\:[0-9]*
DateTimeFormat = %m/%d/%y %T

Facility

format = \[[a-zA-Z0-9]+\]
b

<Message> = < _rest>

}

TranslateTbl

{
}

Records

{

;Categories
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- kkkkkkkkkk -
B ’

;BasicMessage

Basic

{
Name = Basic_Message
Keyval = 0
Type = CATEGORY
Regex = <Date><_rest>
Key = Basic_Message
ReplaceSpace = TRUE

3

; Records

- KkAkhk Ak -
s s

Basic_Record
{

Name = Basic_Record
KeyVal = Basic_Message
Type = RECORD
Regex = <Facility> <Message>
Key =
ReplaceSpace = TRUE
AddTokenl = Category:EMC

AddToken2 = Log:SymmWin_Symm5
AddToken6 = Taxonomy:
AddToken7 = Status:S
3
Default_Record
{

Name = Default_Record
KeyVal = Basic_Message
Type = RECORD

Regex = <Message>

Key =

ReplaceSpace = TRUE
AddTokenl = Category:EMC

AddToken2 = Log:SymmWin_Symm5
AddToken6 = Taxonomy:
AddToken7 = Status:S
3
b
11.2.2. EMCRemote

Remote access to the EMC storage array is accomplished using EMCRemote. It
has a log file (PWHOST.log) that logs successful and unsuccessful attempts to
access the storage array. The eTrust registry entry needs to be updated with the
location of this file. If the log file location was specified during the install of eTrust
Client, then you will not have to update the registry. Verify by checking the

registry.
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£ Registry Editor

Begistiy  Edit “iew Favortes Help
=-|_1 Computertzsociates ﬂ I arme: Tepe Data

=1 eTrust Audt [ab][Defaul) REG_SZ ot 5]
=3 Clent B  REG_SH CMProgram Files\\EMCWWSymmRemotet\PwHOST LD
+-_] Management Agent

—-{_] Recorders %
+-{_] Check Point -1
1 MT Recorder
=I-{_] Recorder_Modules
—1-_] EMCRemate
—-|_] Parameters
=1-_] EMCRemaote
4 LogFiles

+-_1 iPlanet

+-_] Microzoft 115
#-_] Microzaft 154
+-_] Microsoft Pros
+1-_] SyummtAfin

1 SMHMP Recorder

+-__] Redirector -
4] E

My ComputersHEEY_LOCAL_MACHIMENSOFTwWARE S ComputerdzzociatesheT rust AudithClenth R ecordersh R ecorder_Modules\EMCRemote'Param

Message Parsing File

The Message Parsing file is used to describe the format of the records that are in
the log file, so that the eTrust Audit generic log scraper can interpret these
records. The MP file also tells the eTrust Audit generic log scraper how these
records should be (re)formatted, what categories to assign to these records,
before these records are sent on to the rest of eTrust Audit for
processing/storage.

The message parsing file needs to be copied to C:\Program Files\CA\eTrust
Audit\cfg. The eTrust registry entry needs to be updated with the location of this
file. If the MP file location was specified during the install of eTrust Client, then
you will not have to update the registry. Verify by checking the registry.
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&' Registry Editor oy ] (4
Registry  Edit  View Favorites Help
=1-{__] HKEY_LOiZal_MAacCHINE d Mame Type Data
+-_1 HARDWARE @b](Default) REG_SZ (value nok set)
R [ab]LagMame REG_SZ EMCRemoke
S R JMPFile REG_SZ cFgl|PWHOST mp
= T'ﬁFl:;t:E %) serdunmatched REG_DW/ORD 000000000 {0}
o] Ahead #8]skipCurrentLogs REG_DiwiORD 000000000 {0}
-7 ATI Technologies g‘l{-‘]StartOver REG_DWORD 0=00000000 {0}
+-__] BYRP Software, Inc
+-{_ Classes
+-_] Clients -

| Computerfssociates
=-{_] eTrust Audit
—I-{_] Client
=I-__] Management Agent
+-{_| AM Tvpes
| Parameters
—-{_] Recorders
+-I_] CTheck Paink Fiw-1
| MT Recorder
=-{_] Recorder_Modules
=I-{__] EMZRemoke
=I-__| Parameters
+-_3 EMCRemoke -

4] 3 «| | -

Iy ComputeriHKEY _LOCAL_MACHIMEYSOF TWARE Compliter AssociatesieTrust AudithClient\RecordersiRecorder_Modules\EMCRemotelParameters),

Message Parsing File for EMCRemote (PWHOST.mp):

; ini File for PWHOST Log
Tokens

{
Date

Type = datetime
Format = [0-9]*\/[0-9]*\/[0-9]* [0-9]1*\:[0-9]1*\:[0-9]1* [A-Z]*
DateTimeFormat = %m/%d/%Y %I :%M:-%S %p

¥

Message

{
format = [a-zA-Z0-9\.\"\ ]*

Divide
format = [\/]
DivideMessage

Yy
i
{
3
i
{
format = [\/]*
3

}

TranslateTbl

{
}

Records

{

;Categories
B = o = S

;BasicMessage
Basic
{
Name = Basic_Message
Keyval = 0
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Type = CATEGORY

Regex = <Date> <_rest>
Key = Basic_Message
ReplaceSpace = TRUE

}

Divider

{
Name = Divider_Message
Keyval = 0
Type = CATEGORY

Regex = <Divide><_rest>
Key = Divide_Message
ReplaceSpace = TRUE

3

; Records
= kkhkhkhk -

Basic_Record
{

Name = Basic_Record
KeyVal = Basic_Message
Type = RECORD
Regex = <Message>
Key =
ReplaceSpace = TRUE
AddTokenl = Category:Process

AddToken2 = Log:EMCRemote
AddToken6 = Taxonomy:
AddToken7 = Status:S

}

Divide_Record

~

Name = Divide_Record
KeyVal = Divide_Message
Type = RECORD

Regex = <Divide_Message>

Key =
ReplaceSpace = TRUE
AddTokenl = Category:Process
AddToken2 = Log:EMCRemote
AddToken6 = Taxonomy:
AddToken7 = Status:S
¥
s
11.2.3. Private Wire (Firewall Software)

EMC will configure the firewall software on the DMX to allow eTrust traffic.
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12.Appendix D: Connectrix Log Processing (performed by EMC)
12.1. EMCRemote

Remote access to the EMC storage array is accomplished using EMCRemote. It
has a log file (PWHOST.log) that logs successful and unsuccessful attempts to
access the storage array. The eTrust registry entry needs to be updated with the
location of this file. If the log file location was specified during the install of eTrust
Client, then you will not have to update the registry. Verify by checking the
registry.

£ Reqistry Editor

Reaistry Edit “iew Favortes Help
—1-_] Computerdgsociates ﬂ M ame Type Data

=1 eTrust Audit [ab][Defaull) REG_SZ S sel)
=0 Clent o REG_SA C\\Program Flles\ EMC\SymmAemotetsPwHOS T LD
+-_] Management Agent

—-_1 Recorders %
+-{_] Check Paint Fud-1

1 MT Recorder
—-_1] Recorder_Modules
-1-_] EMCRemate
=-|__] Parameters
-1-_] EMCRemote
A LogFiles
1 iPlanet
1 Microzoft [1S
1 Microgoft 154
1 Microzoft Prosy
#-_] Symmtain
1 SHMP Recorder

+-__] Redirectaor -
] >

| My Computer\HKEY_LOCAL_MACHINEASOF TWARE Y ComputerdszaciatesheT rust AudithClient\Recorders\Recorder_toduleshE M CRenmote\FParam

+
+
+
+

Message Parsing File

The Message Parsing file is used to describe the format of the records that are in
the log file, so that the eTrust Audit generic log scraper can interpret these
records. The MP file also tells the eTrust Audit generic log scraper how these
records should be (re)formatted, what categories to assign to these records,
before these records are sent on to the rest of eTrust Audit for
processing/storage.

The message parsing file needs to be copied to C:\Program Files\CA\eTrust
Audit\cfg. The eTrust registry entry needs to be updated with the location of this
file. If the MP file location was specified during the install of eTrust Client, then
you will not have to update the registry. Verify by checking the registry.
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£ Registry Editor -0 x|
Reqistry Edit  Wiew Favaorites Help
-] HEEY _LOCAL_MACHIMNE ﬂ Marme Type Daka
+-_] HARDWARE ab]{Default) REG_SZ (value nok set)
-1 SAM ab]Laghame REG_57 EMCRemate
RS REG_SZ cFgliPWHOST mp
- SOFTWARE %] SendUnmatched REG_DWORD 000000000 (0)
: j 2:2:3 A¥]skipCurrentlogs  REG_DWORD 0300000000 £0)
4 B3 ATI Technologies B8] StartOver REG_DWORD 0x00000000 {07
+-{__] BYRP Software, Inc
+-{_] Classes
+1-{_] Clients =
=-{__] ComputerAssociates
=1+ eTrust Audit
=11 Client
—|-__] Management Agent
+-__| AN Types
__| Parameters
=1-{_] Recorders
+-{_] Check Paint F\y-1
1 NT Recorder
—1-__] Recorder_Modules
—|-__] EMCRemoke
=l-{__] Parameters
+-i_3] EMCRemote
4] o[ ] | ]

My ComputeriHKEY _LOCAL_MACHINE|SOFTW/AREW o

terfssociates|eTrust Audith Client\RecordersiRecorder_Modules\EMCRemoteParameters),

Message Parsing File for EMCRemote (PWHOST.mp):

; ini file for PWHOST Log
Tokens

{
Date

Type = datetime

[0-91*\/[0-9]1*\/[0-9]* [0-9]*\:[0-9]*\:[0-9]1* [A-Z]*

Format =
DateTimeFormat = %m/%d/%Y %I :%M:%S %p
¥
Message
{
format = [a-zA-Z0-9\.\"\ ]*
I
Divide
{
format = [\/]
3
DivideMessage
{
format = [\/]1*
¥
3
TranslateTbl
{
b
Records
{
;Categories

-kkkhkkhkhkhkhkk -
B B

;BasicMessage
Basic

{
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Name = Basic_Message
Keyval = 0

Type = CATEGORY

Regex = <Date> < rest>
Key = Basic_Message
ReplaceSpace = TRUE

}

Divider

{
Name = Divider_Message
Keyval = 0
Type = CATEGORY
Regex = <Divide><_rest>
Key = Divide_Message
ReplaceSpace = TRUE

}

; Records

=Kk kAAk Ak -
s s

Basic_Record
{

Name = Basic_Record
KeyVal = Basic_Message
Type = RECORD
Regex = <Message>
Key =
ReplaceSpace = TRUE
AddTokenl = Category:Process

AddToken2 = Log:EMCRemote
AddToken6 = Taxonomy:
AddToken7 = Status:S

}
Divide_Record
{

Name = Divide_Record
KeyVal = Divide_Message
Type = RECORD

Regex = <Divide_Message>

Key =

ReplaceSpace = TRUE
AddTokenl = Category:Process
AddToken2 = Log:EMCRemote
AddToken6 = Taxonomy:
AddToken7 = Status:S
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13.Appendix E: HDS USP Log Processing

There are two methods of monitoring for the HDS USP Array. These two
methods are HDS Device Manager monitoring and USP Array monitoring. To
fully capture all of the audit events, both must be configured.

13.1. Device Manager Monitoring
HDS Device Manager is typically installed on a windows based machine. Set up
of the windows agent is described earlier in this document.

Device Manager has a log file (service.log) that logs major function calls and
events within Device Manager against the storage array. The eTrust registry
entry needs to be updated with the location of this file. If the log file location was
specified during the install of eTrust Client, then you will not have to update the
registry. Verify by checking the registry. Under normal circumstances, you have
no reason to change these registry entries.

To validate the installation, check following registry settings:
HKEY_LOCAL_MACHINE\SOFTWARE\ComputerAssociates\eTrust
Audit\Client\Recorders\Recorder_Modules\HDS Device Manager\
"Active"=dword:00000001
"LibraryPrefix"="GSLG"

Registry Edit Tree Wew Security Options Window Help

“ HKEY_USERS on Local Machine 9 [=] B3
[ HKEY_CURRENT_CONFIG on Local Machine =]
H KEY_LOCAL_MACHINE on Local Machine |_ O] ]

E1HKEY_LOCAL_MACHINE = ||Active : REG_DWORD : 0x1

-G HARDWARE LibraryPrefix: REG_ZZ : GELG

-G SAM MaxSeqNoSleep : REG_DWORD : 0x32

1 SECURTY ModuleMame : REG_SZ : HDS Device Manager

=1 SOFTWARE Sendinterval : REG_DWORD : Oxa

- Adobe Sleepinterval : REG_DWORD : Dx1

G0 Classes

-3 Clients

-3 Compag

-0 Compag Insight Agent

- Computerdssociates

L2 eTrust Audit

&1 Client

|- &0 Management Agent

& Fecorders

Check Paint P-1

C3MT Recorder

= Recorder_Modules
Aa

[ Micrasoft 154
59 Microsoft Praxy
£ SNMP Recorder
-3 Redirector
-G Router
(0505

0 Components
1 Currentversion
L = ksl

To change log file name or to add more log files change following registry setting:
HKEY_LOCAL_MACHINE\SOFTWARE\ComputerAssociates\eTrust
Audit\Client\Recorders\Recorder_Modules\HDS Device Manager\Parameters\HDS Device Manager
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\LogFiles
% Registry Editor H= B

Registry Edit Tree Miew Security Options Window Help

T T [ |
EY LOCAL hAACHINE ~||logl : REG_SZ . C\Program FlIes\HlCUmmand\DewceMaﬂageI’\HlCUmmaﬂdSer\/er’\I[

*- HARDWARE

G0 SAM

—E0 SECURITY

= SOFTWARE

|2 Adake
Classes

-G Campag
1 Compag Insight Agent
|- &1 Computerdssociates
L &1 eTrust Audit
|- Client
|- &0 Management Agent
-3 Recorders
|-G Check Paint Pyv-1
23 NT Recorder
& Recorder_Modules

=1 HDS Device Manager
L2 Parameters
L &1 HDS Device Manag

iPlanet
Microsoft IS
Micrasaoft ISA
Microsoft Proxy
1 SMMP Recorder

-G Redirector
LG Rotar

;I—I_'ILIILI—I

The default location to the Device Manager log file is:
C:\Program Files\HiCommand\DeviceManager\HiCommandServerlogs\service.log

The message-parsing file for Device Manager is described in Message Parsing
File for Device Manager.

13.2. Array Audit Log Monitoring (Syslog)
The HDS USP array should be configured to send its audit log to a syslog server.
The procedure for this is described in the HDS USP Array Solutions Guide.

Once the audit records are being sent to a syslog server, the generic recorder on
the syslog server must be configured to accommodate a new message parsing
file (MP). Installation of the HDS Syslog Recorder requires modifications in pre
installed “Recorder.ini” file. This only applies to Solaris servers running the
eTrust client.

The recorder.ini file (/export/opt/CAaudcint/ini/) will need an entry for
HDSNavigator added (see red text):

Recorder_Modules
File Spooler
ModuleName = syslog

LibraryPrefix = GSLG
DWORD:Active = 1
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DWORD:SleeplInterval = 1

DWORD:SendInterval = 10

DWORD :MaxSegNoSleep = 50
Parameters

DatFilePath =
DWORD : MPDebug
Syslog

{

dat/recorders/syslog.dat
=1

LogName = Unix
DWORD:StartOver = 0
DWORD:ReloadLogs = 0O

DWORD: SendUnmatched = 0O
DWORD:SkipCurrentLogs = 0
MPFile = cfg/syslog.mp
ConfigFile = /etc/syslog.conf
DWORD:Source = 1

LogFiles

{

}

LogName = Unix
DWORD:StartOver = 0
DWORD:ReloadLogs = 0O
DWORD:SendUnmatched = 0O
DWORD:SkipCurrentLogs = 0
MPFile = cfg/sulog.-mp
LogFiles

logl = /var/log/sulog
3

HDSNavigator

{
LogName = HDSStorageNav
DWORD:StartOver = 0
DWORD:ReloadLogs = 0O
DWORD: SendUnmatched = 0
DWORD:SkipCurrentLogs = 0
MPFile = cfg/HDSStorageNav.mp
LogFiles

logl = /var/adm/HDS_messages

}
}

b

3

Apache

{
ModuleName = Apache
LibraryPrefix = GSLG
DWORD:Active = 0
DWORD:SleeplInterval = 1
DWORD:SendInterval = 10
DWORD :MaxSegNoSleep = 5
Parameters

0

DatFilePath =
DWORD : MPDebug
Apache

{

dat/recorders/apache.dat
=1

LogName = Apache
DWORD:StartOver = 0
DWORD:ReloadLogs = 0O
DWORD:SendUnmatched = O
DWORD:SkipCurrentLogs = 0
MPFile = cfg/Apache.mp
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LogFiles
{

3
3
}
}
Oracle
{
ModuleName = oracle
LibraryPrefix = ORMD
DWORD:Active = 0
DWORD:Sleeplnterval = 1
DWORD:SendInterval = 10
DWORD :MaxSegNoSleep = 50
ORACLE_HOME =
Parameters
{
ORACLE_SID =
TWO_TASK =
MPFile = cfg/oracle.mp
DatFilePath = dat/recorders/oracle.dat
$(ORACLE_PASWORD)
$(ORACLE_USER)

BINARY :Password
BINARY :Username

}
}
Netscape

{

ModuleName = netscape
LibraryPrefix = GSLG
DWORD:Active = 0
DWORD:SleeplInterval = 1
DWORD:SendInterval = 10
DWORD :MaxSegNoSleep = 50
Parameters
{
DatFilePath =
DWORD :MPDebug
Netscape

{

dat/recorders/netscape.dat

LogName = Netscape
DWORD:StartOver = 0
DWORD:ReloadLogs = 0O
DWORD:SendUnmatched = 0O
DWORD:SkipCurrentLogs = 0
MPFile = cfg/netscape.mp
LogFiles

The message parsing file is described in Message Parsing File for Array Audit

Log (Sysloq).

It is important to create the file /var/fadm/HDS_messages. This can be any blank
file. The SA should set up any file handling such that this file does not become
too large or difficult to manage. The syslog.conf describes the name and location
of this file. Additional scripting may be required for file handling of older copies.
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The syslog.conf (/etc/syslog.conf) file should be configured to accommodate the
HDS syslog messges (user.info messages). A sample modified excerpt is shown
below:

#Start of HDS Syslog modification
user.info /var/adm/HDS_messages
#End of HDS Syslog modificationRecorder_Modules

On the Citigroup SOE build for Solaris systems, the syslog daemon needs to be
configured to receive external logging (on port 514). In order to turn this feature
back on, the syslog daemon (/etc/syslog/init.d/syslog) needs to be modified to
remove the “— t” option from the syslogd command. A sample modified lines is
shown below.

#1/sbin/sh

#

# Copyright (c) 1991-1999 by Sun Microsystems, Inc.

# All rights reserved.

#

#ident "@(#)syslog 1.13 99/09/06 SMI**

#

# Changed call to syslogd from /usr/sbin/syslogd -t to /usr/sbin/syslog
# to allow for remote messages to be sent to syslog.

case "$1" in
"start”)
if [ - /etc/syslog.conf -a -f /usr/sbin/syslogd ]; then
echo "syslog service starting.”
#
# Before syslogd starts, save any messages from previous
# crash dumps so that messages appear in chronological order.
#
/usr/bin/savecore -m
if [ -r /etc/dumpadm.conf ]; then
. /etc/dumpadm.conf
[ ""x$DUMPADM_DEVICE"™ 1= xswap ] && \
/usr/bin/savecore -m -f $DUMPADM_DEVICE
fi
if [ ! -f /var/adm/messages ]; then
/usr/bin/cp /dev/null /var/adm/messages
/usr/bin/chmod 0644 /var/adm/messages
fi
/usr/sbin/syslogd >/dev/msglog 2>&1 &

"stop*)
if [ - /etc/syslog.pid ]; then
syspid="/usr/bin/cat /etc/syslog.pid”
[ "$syspid” -gt 0 ] && kill -15 $syspid

i
*)
echo "Usage: $0 { start | stop }"
exit 1
esac
13.3. Message Parsing File for Device Manager

The Message Parsing file is used to describe the format of the records that are in
the log file, so that the eTrust Audit generic log scraper can interpret these
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records. The MP file also tells the eTrust Audit generic log scraper how these
records should be (re)formatted, what categories to assign to these records,
before these records are sent on to the rest of eTrust Audit for
processing/storage.

The message-parsing file needs to be copied to C:\Program Files\CA\eTrust
Audit\cfg. The eTrust registry entry needs to be updated with the location of this
file. If the MP file location was specified during the install of eTrust Client, then
you will not have to update the registry. Verify by checking the registry.

HKEY_LOCAL_MACHINE\SOFTWARE\ComputerAssociates\eTrust
Audit\Client\Recorders\Recorder_Modules\HDS Device Manager\Parameters\HDS Device Manager\
MPFile= C:\Program Files\CA\eTrust Audit\cfg\HDSDevManager.mp

/7 Registry Editor I [=l

Registry Edit Tree VYiew Security Options Window Help

HKEY _USERS on Local Machine ) =] [ES
“ HKEY_CURRENT_CONFIG on Local Machine I =] B
% = HKEY_LOCAL_MACHINE on Local Machine

& HKEY_LOCAL_MACHINE & ||LogMame : REG_SZ : HDS Device Manager

7- HARDWARE MPFile : REG_SZ : CAProgram FilesiCAve Trust AuditicfghHDS Device Manager.mp
G0 SAkM SendUnmatched : REG_DWORD : 0

—E3 SECURITY SkipCurrentLogs : REG_DWORD : 0

& SOFTWARE StartOwer : REG_DWORD : 0

|-Ga Adobe
00 Claszes
-G Clients
-0 Compag

-3 Compag Insight Agent

& Computerdssociates

L9 eTrust Audit

|- = Client

|- Management Agent

-3 Recorders

|- 8 Check Point F-1

21 NT Recarder

I & Recarder_Modules

E1HDS Device Manager

L& Parameters

iPIanet

hMicrogaft IS

Micrasoft 154

hicrosoft Proxy
L1 SMMP Recorder
-G Fedirector

-3 Fautar
L@ 2ans _lll
2| | B

Sample Message Parsing File for HDS Device Manager (HDSDevManager.mp)
that should reside in \Program Files\CA\eTrust Audit\cfg\

;Project : eTrust Audit 1.5 SP3

;Module : HDS Device Manager Version 4.x, tested up to DM V5.5
;File : DevManager .mp

;Purpose :Message parsing file

;Developed By : Kery Hines
;Modified By : Kery Hines Feb 23, 2007
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Tokens
{
Date
{
Type = datetime
format = [0-9]+/[0-9]+/[0-9]+:[0-9]+:[0-9]+:[0-9]+
DateTimeFormat = %d/%m/%Y :%T
3
User
{
format
3
Agent
{
format = [a-zA-Z0-9]*
}
Command
{
format = [a-zA-Z0-9]*
3

Frame

{
format = [a-zA-Z0-9/]1*

[a-zA-Z0-9]*

Info

{

format = .*

}

IPAddress

{

format = [0-9]+\.[0-9]+\.[0-9]+\.[0-9]+
}

HDSAgent

{

format = [a-zA-Z0-9/.: ]*

3

MessNum

{
format = [0-9]+

<Misc> = <_rest>

}

Records

{
;Categories

;Pattern 1 - —-—-———————--—————

; 02/01/2007:11:57:49 -0500 -

Device_Manager_Master

{
Name = Device_Manager_Master
Keyval = 0

Type = CATEGORY

Regex = <Date> -[0-9]+ - < rest>
Key = Device_Manager_Master
ReplaceSpace = TRUE

;Records

;Pattern Userl --—————-——————— o ————
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;StorageManager: created message #361108221,
user=system@127.0.0.1/Hitachi:HiCommandClient:DV1170954655234G, cmd=GetStorageArray,

storage=USP/10192
’Key_User_l

Name = Key User_1

KeyVal = Device_Manager_Master

Type = RECORD

Regex = <Agent>: <Info> #<MessNum>, user=<User>@<IPAddress><HDSAgent>, cmd=<Command>,
storage=<Frame>

Key =

ReplaceSpace = TRUE

AddTokenl = Category:<Agent>

AddToken2 = Log:DevManager

AddToken3 = Src:Command - <Command>, Issued from <IPAddress>, Against frame <Frame>,
<Info> #<MessNum>

3

;Pattern User2 ---—-—-———————————mmmo———
;StorageManager: created message #361108221,
user=system@127.0.0.1/Hitachi:HiCommandClient:DV1170954655234G, cmd=GetStorageArray

Key_User_2
{
Name = Key_User_2
KeyVal = Device_Manager_Master
Type = RECORD
Regex = <Agent>: <Info> #<MessNum>, user=<User>@<IPAddress><HDSAgent>, cmd=<Command>
Key =
ReplaceSpace = TRUE
AddTokenl = Category:<Agent>
AddToken2 Log:DevManager
AddToken3 Src:Command - <Command>, Issued from <IPAddress>, <Info> #<MessNum>

}

;Pattern User3 ------——————————mmmo—

;HostManager: successfully expired in COMPLETED
XmIMsg#360936207 ,usr=system,cmd=GetStorageArray

Key User_3
{
Name = Key User_3
KeyVal = Device_Manager_Master
Type = RECORD
Regex = <Agent>: <Info> #<MessNum>, usr=<User>,cmd=<Command>
Key =
ReplaceSpace = TRUE
AddTokenl = Category:<Agent>
AddToken2 Log:DevManager
AddToken3 = Src:Command - <Command>, <Info> #<MessNum>

}
;Pattern Agentl —-————-——————— - ————

;GroupManager: loading AddLUNScan class
Key_Agent_1
{
Name = Key_Agent_1
KeyVal = Device_Manager_Master
Type = RECORD
Regex = <Agent>: <Info>
Key =
ReplaceSpace = TRUE
AddTokenl = Category:<Agent>
AddToken2 Log:DevManager
AddToken3 Src:Command - <Info>

}
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;Pattern Misc Records -----————————————-

;GetRequestStatus finished #358793662 status=PROCESSING cmd=AddStorageArray
target=#358793557

Key_Misc_Rec

Name = Key_Misc_Rec

KeyVal = Device_Manager_Master
Type = RECORD

Regex = <Misc>

Key =

ReplaceSpace = TRUE

AddTokenl = Category:Misc Record
AddToken2 Log:DevManager
AddToken3 = Src:Command - <Misc>

}

3

13.4. Message Parsing File for Array Audit Log (Syslog)

The Message Parsing file is used to describe the format of the records that are in
the log file, so that the eTrust Audit generic log scraper can interpret these
records. The MP file also tells the eTrust Audit generic log scraper how these
records should be (re)formatted, what categories to assign to these records,
before these records are sent on to the rest of eTrust Audit for
processing/storage.

The following is a sample listing of the mp file for the USP Array Audit Log when
it has been sent to a Solaris syslog server (HDSStorageNav.mp) that should

reside in /export/opt/CAaudcint/cfg/

;Project : eTrust Audit 1.5 SP3

;Module : HDS Audit Log via Syslog

;File : HDSStorageNav.mp

;Purpose : Message parsing file for syslog

;Developed By : Kery Hines for WinSyslog Product
;Modified By : Kery Hines March 31, 2007 (add space to basic record def)

Tokens

{
Date

{

Type = datetime

format = [0-9]+\-[0-9]+\-[0-9]+T[0-9]+:[0-9]+:[0-9]+
DateTimeFormat = %Y-%m-%dT%T

}
Detail_End_Type

{
format = [a-zA-Z0-9 ) (-]1*
}

Frame

{
format = [a-zA-Z0-9 ]*
3

Info

{

format = .*

3
IPAddress
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{

format

[0-97+\.[0-9]+\.[0-9]+\.[0-9*]+

Log_In

{

format = [a-zA-Z0-9 )(-]1*
}

Status

{

format = [a-zA-Z0-9 ]*
}

User

{

format = [a-zA-Z0-9 ]*
}

J1

{

format = [0-9><]+

}

<Misc> = <_rest>

}

Records

{
;Categories
;Pattern 1 - —-———---——--—————

;<14> Jan 16 15:06:51 SVP Storage: CELFSS,1.1,285024,,2007-01-
16T15:06:51.17Z,Storage, SVP,Authentication,

HDS_Navigator_Auth

{
Name = HDS_Navigator_Auth
Keyval = 0

Type = CATEGORY

Regex = <J1> [a-zA-Z]+ [0-9]+ [0-9]+:[0-9]+:[0-9]+ [a-zA-Z0-9]* [a-zA-Z0-9]*: [a-zA-Z0-
9]*,[0-9]+\.[0-9]+, [0-9]+, ,<Date>\.[a-zA-Z0-9]*, [a-zA-Z0-9]*, [a-zA-Z0-
9]1*,Authentication,<_rest>

Key = HDS_Navigator_Auth

ReplaceSpace = TRUE

;Pattern 2 ———-——--

;<14> Jan 16 15:18:40 SVP Storage: CELFSS,1.1,285025, ,2007-01-
16T15:18:40.8Z,Storage, SVP,ConfigurationAccess,

,HDS_Navigator_Config

{
Name = HDS_Navigator_Config
Keyval = 0

Type = CATEGORY

Regex = <J1> [a-zA-Z]+ [0-9]+ [0-9]+:[0-9]+:[0-9]+ [a-zA-Z0-9]* [a-zA-Z0-9]*: [a-zA-ZO-
91*,[0-9]+\.[0-9]+,[0-9]+, ,<Date>\.[a-zA-Z0-9]*, [a-zA-Z0-9]*, [a-zA-Z0-
9]*,ConfigurationAccess,<_rest>

Key = HDS_Navigator_Config

ReplaceSpace = TRUE

;Pattern Catch all record --—————-—-

"HDSCatch Al

{
Name = HDSCatch_All
Keyval = 0
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Type = CATEGORY

Regex = <J1> [a-zA-Z]+ [0-9]+ [0-9]+:[0-9]+:[0-9]+ [a-zA-Z0-9]* [a-zA-Z0-9]*: [a-zA-ZO-
9]1*,[0-9]+\.[0-9]+, [0-9]+, ,<Date>\.[a-zA-Z0-9]*,<_rest>

Key = HDSCatch_All

ReplaceSpace = TRUE

;Records
;Pattern 1 inl - —————————————————————

;Success,uid=DeviceMgr,R500:10192, ,Local_USP@warren_Lab1o0,,,,,,,,266755,BasiclLog, ,,99, [BA
SE],Login ,1P=10.40.42.47*,Normal end,Seq.=386381

Key_HDS_Navigator_Auth_Inl

{

Name = Key HDS_Navigator_Auth_lInl

KeyVal = HDS_Navigator_Auth

Type = RECORD

Regex = <Status>,uid=<User>, [a-zA-Z0-9]*:<Frame>, ,[a-zA-Z0-9@_.--1*,,,,,,,,[a-ZA-Z0-
9]1*,[a-zA-20-9 1%, ,,[a-zA-Z0-9]1*,\[[a-zA-Z0-9]*\],<Log_In>, IP=<IPAddress>, . *<000>

Key =

ReplaceSpace = TRUE

AddTokenl = Category:User Login

AddToken2 = Log:HDSStorageNav

AddToken3 = Src:Storage Navigator <Log_In> <Status> on Frame <Frame> from IP Address
<IPAddress>

}
;Pattern 11in2 —————mm

;Success,uid=DeviceMgr ({COMPONENT-
POLLER}:DVvM_Srv),R500:10192, ,388GX10HU@WarrenNd,,,,,,,,284670,BasiclLog, ,,99, [BASE],Login
,1P=10.40.42.19* ,Normal end,Seq.=393547

Key HDS Navigator_Auth_In2

{

Name = Key HDS_Navigator_Auth_In2

KeyVal = HDS_Navigator_Auth

Type = RECORD

Regex = <Status>,uid=<User>(.*),[a-zA-Z0-9]*:<Frame>, ,[a-zA-Z0-9@0_ --1*,,,,,,,,[@a-ZA-Z0-
9]1*,[a-zA-20-9 1%, ,,[a-zA-Z0-9]1*,\[[a-zA-Z0-9]*\],<Log_In>, IP=<IPAddress>, . *<000>

Key =

ReplaceSpace = TRUE

AddTokenl = Category:User Login

AddToken2 = Log:HDSStorageNav

AddToken3 = Src:Storage Navigator <Log_In> <Status> on Frame <Frame> from IP Address
<IPAddress>

}

;Pattern 1 outl - ——————-——————————————

;Success,uid=DeviceMgr,R500:10192, ,Local_USP@warren_Lab1o0,,,,,,,,266759,BasiclLog, ,,99, [BA
SE],Logout, ,Normal end,Seq.=386382

’Key_HDS_Navigator_Auth_Outl
{
Name = Key_ HDS Navigator_Auth_Outl
KeyVal = HDS_Navigator_Auth
Type = RECORD

Regex = <Status>,uid=<User>,[a-zA-Z0-9]*:<Frame>, ,[a-zA-Z0-9@_--1*,,,,,,,,La-zZA-Z0-
9]1*,[a-zA-Z0-9 ]~*,,,[a-zA-Z20-9]1*,\[[a-zA-Z0-9]*\],<Log_In>, .*<000>
Key =

ReplaceSpace = TRUE
AddTokenl = Category:User Logout

AddToken2 = Log:HDSStorageNav
AddToken3 = Src:Storage Navigator <Log_In> <Status> on Frame <Frame>
3

;Pattern 1 out2 --——-—-————————————
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;Success,uid=DeviceMgr ({COMPONENT-
POLLER}:DVM_Srv),R500:10192, ,388GX10HU@WarrenNd, ,,,,,,,284673,BasiclLog, ,,99, [BASE], Logout
, -Normal end,Seq.=393548

1Key_HDS_Navigator_Auth_OutZ

{

Name = Key_ HDS Navigator_Auth_Out2

Keyval = HDS_Navigator_Auth

Type = RECORD

Regex = <Status>,uid=<User>(.%*),[a-zA-Z0-9]*:<Frame>,,[a-zA-Z0-9@_--1*,,,,,,,,[a-ZA-Z0-
9]1*,[a-zA-Z0-9 ]~*,,,[a-zA-Z20-9]1*,\[[a-zA-Z0-9]*\],<Log_In>, .*<000>

Key =

ReplaceSpace = TRUE

AddTokenl = Category:User Logout

AddToken2 = Log:HDSStorageNav
AddToken3 = Src:Storage Navigator <Log_In> <Status> on Frame <Frame>
3

;Pattern 2 basl -------——-——-—

;Success,uid=DeviceMgr,R500:10192, ,Local_USP@warren_Lab1o0,,,,,,,,266756,BasiclLog, ,,99, [BA
SE],ChangeMode ,Modify,Normal end,Seq.=515508

Key_HDS Navigator_Config_Basicl

{

Name = Key_HDS_ Navigator_Config_Basicl
KeyVal = HDS_Navigator_Config

Type = RECORD

Regex = <Status>,uid=<User>, [a-zA-Z0-9]*:<Frame>, ,[a-zA-Z0-9@_--1*,,,,,,,,La-ZA-Z0-
9]*,BasiclLog, , ,[a-zA-Z20-9]*,\[[a-zA-Z0-9 ]*\].,<Log_In>,<Detail_End_Type>, .*<000>
Key =

ReplaceSpace = TRUE

AddTokenl = Category:Config Change Basic

AddToken2 = Log:HDSStorageNav

AddToken3 = Src:Configuration Change <Log_In> <Detail_End_Type> <Status> on Frame
<Frame>

}

;Pattern 2 bas2 ———--mmm e

;FaiIed,uid=DeviceMgr({COMPONENT—
POLLER}:DvM_Srv),R500:10192, ,388GX10HU@WarrenNd, ,,,,,,,284671,BasiclLog, , ,99, [BASE],Change
Mode ,Modify,Error(2-9000),Seq.=526257

Key HDS_ Navigator_Config_Basic2

{

Name = Key_HDS_ Navigator_Config_Basic2

KeyVal = HDS_Navigator_Config

Type = RECORD

Regex = <Status>,uid=<User>(.%*),[a-zA-Z0-9]*:<Frame>, ,[a-zA-Z0-9@_ --1*,,,,,,,,[a-ZA-Z0-
9]*,BasiclLog, , ,[a-zA-Z0-9]*,\[[a-zA-Z0-9 ]*\].,<Log_In>,<Detail_End_Type>, .*<000>

Key =

ReplaceSpace = TRUE

AddTokenl = Category:Config Change Basic

AddToken2 = Log:HDSStorageNav

AddToken3 = Src:Configuration Change <Log_In> <Detail_End_Type> <Status> on Frame
<Frame>

}
;Pattern 2 detl ——--—-———-—mmm

;Success,uid=DeviceMgr,R500:10192, ,388GX10HU@wWarrenNd, ,,,,,,,283456,DetaillLog, , ,+Operatio
n=Add

Key_HDS_Navigator_Config_Detaill

{

Name = Key_ HDS Navigator_Config_Detaill

KeyVal = HDS_Navigator_Config

Type = RECORD

Regex = <Status>,uid=<User>, [a-zA-Z0-9]*:<Frame>, ,[a-zA-Z0-9@_--1*,,,,,,,,[a-ZA-Z0-
9]*,DetaillLog, ,,[+-]+<Info><000>
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Key =
ReplaceSpace = TRUE
AddTokenl = Category:Config Change Detail

AddToken2 = Log:HDSStorageNav
AddToken3 = Src:<Info>
}

;Pattern Catch all record --—————--

KeyHDSCatch_All

{

Name = KeyHDSCatch_All

Keyval = HDSCatch_All

Type = RECORD

Regex = <Misc>

Key =

ReplaceSpace = TRUE

AddTokenl = Category:SN Catch All

AddToken2 = Log:HDSStorageNav
AddToken3 = Src:<Misc>
3
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15.Release Notes

Version Comment

1.4 Created Release Notes section. Updated HDS to reflect new
syslog based audit log. Updated HDS to reflect new Device
Manager audit log. Deleted old GUI-based HDS information.
Added eTrust process management for Solaris and Windows.
Removed the following old entries from version table:

Version Date Author Reviewed Comments
Kevin Gary
Draft .01 13-Jun-05 Hobaugh Johnson
Draft .02 21-Jun-05 Kevin Project Team
Hobaugh
Draft .03 24-Jun-05 Kevin Project Team
Hobaugh
1. Changed title.
2. Modified Sect 8 with
Draft 04 5-Jul-05 Kevin REC additional screen
Hobaugh shots.
3. Reorganized some
of the sections.
1.5 Appendix E changes (HDS): Updated both mp file listings, added

syslog.conf and syslog daemon definitions, updated recorder.ini
listings. Updated all external document references to reflect new
GDSE website. Updated Citigroup logo to reflect new Citi logo.
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